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Hacrpoiika rtn 1a RunaWFE cepsep

KnueHT onoBemiaTesb o yMOJYaHUIO HacTpoeH Ha padoty ¢ RunaWFE cepBepoM, pacrioiokeHHOM Ha KOMITbIOTEpE C

MMCHEM er_server. HaCTpOI/ITI) KJIMEHT Ha ,prFOIjI CEPBEP MOKHO CIIEAYIOINMUA crocodamu:

1. Heo6xommMo COMOCTaBUTH HA KJIIMEHTCKUX MalliHaX (C KJIIMeHToM-omnoBemareseM) ip anpec RunaWFE cepsepa
nmenu wfe_server. B Windows crictemMax 3T0 BO3MOXHO C/IeNaTh, MPOIICAB B
C:A\WINDOWS\system32\drivers\etc\hosts cTpoky «ip_addr wfe_server». B linux cucremax aHaJJOTHIHYIO CTPOKY
HeoOX0MMO TpornucaTh B aiinie /etc/hosts.

2. Tlepenactpouts kaueHT-onosematens Ha RunaWFE cepsep, 3amenus B ¢aitnax af_delegate.properties u
application.properties wfe_server Ha ip agpec wiu ums cepepa. B ciydae, ecmn RunaWFE cepsep ncnonbs3yer

TIOPTHI, OTJIMYHBIE OT MOPTOB 1o ymourdanuio (1099 u 8080), To HEOOXOAMMO 3aMEHUTH MTOPTHI HA AKTYaJIbHbIE.

AyTtenTndpuxkanusi

Bei6op THna ayTeHTH(PUKATHN
AyTeHTI/ICl)I/IKaL[I/IH B KJIMEHTE-ONOBEIIATEJIC COCTOUT U3 ABYX YacTeu:

* AytenTtu(ukanus, nposogumas no RMI. Hcrons3yercs KJIMEHTOM i NOTy4YeHrs HHGOPMALUK O 3aJaHUAX
TMIOJIb30BATENSI 1 OTOOPaKEHUH Ha OCHOBE 9TOH MH(OPMAIMH 3HAUYKA B TPEE M BCILIBIBAIOLINX COOOIIEHUH ITPU
MIPUXO0JIe HOBBIX 3aJa4

* AyrteHTH(UKALWS, IPOBOJMMAsI BO BCTPOGHHOM web Opaysepe. HeoOxoauma 111 KOppeTKHOH padoTh web

unrepdeiica cucrembl RunaWFE.

Hns ayrentrdukammu mo RMI poctynmHo 2 MexaHW3Ma ayTeHTU(DUKAIMHA: C KCIOJIb30BAHUEM JIOTHMHA W TapoJis
nonp3oBatenss B cucreMe RunaWFE wu  ayrentudukanus mo mnpotokony kerberos. Twum ucnons3yemoit
ayTeHTU(UKAUK  ompefensercss mnapameTpoMm authentication.type B  ¢aiie application.properties. s
UCIIOJIb30BaHMSI AyTEHTU(DUKALMKA C WCHOJB30BAHUEM JIOTMHA M NapoJis HEOOXOAMMO YCTAHOBHUTh MapaMeTp B
«userinput», a JUIs KCIOJL30BaHUA ayTeHTH(HKAIUU IO MNPOTOKoNy Kerberos ycranoButh «Kkerberos». Ilpu
ayTeHTU(UKALMKM 10 TPOTOKOTy kerberos KJMEHT-OMOBeNaTeNb AayTeHTUMUIMPYeTcss 0e3  IOMOIHUTEIbHON
nH(pOpPMAIIUU CO CTOPOHBI TMOJIb30BaTENsl CUCTeMbl. [Ipu ayTeHTH(UKAIMK C KCIOJIb30BAaHUEM JIOTMHA M Tapojis

MOJIb30BATENIO OyIeT MPEeIJIOKEHO BBECTH MM U IApOJib.

Tun ayreHtudukanuu BO BCTpoeHHOM web Opaysepe 3amaercss mnapamerpom login.relative.url B cpaiiie
application.properties B Buae url, otHocutenbHO aapeca web unTepdeiica RunaWFE. [Insa ayrentudukanuu Bo
BCTPOSHHOM web Opay3sepe poctynHo 3 url:

* /login.do — ayTeHTH(HKALKS C UCTIOIB30BAHUEM JIOTMHA ¥ IAPOJIs OJIb30BaTeNsl. st KOppeTKHON paboThI

Tpedyer, uTo-6b1 RMI ayTeHTn(uKanms Tak-ke UCIob30Baa ayTEHTU(UKALIMIO 10 UIMEHU U MapoJTio.
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e /ntlmlogin.do — ayTeHTH(UKAIWS C UCIOIb30BAaHUEM ITPOTOKOA ntlm.

* /krblogin.do — ayrentudukanus no nporokony kerberos.

Hacrpoiika ayreHTH(OUKAIMN C HCTIOJIb30BAHUEM MMEHH U NIapoJist
N0JIb30BaTeJIsA

IIpn wncnosnb3oBaHMM ayTEHTU(UKALMK 1O KMMEHH U Mapoii0 KJIMEHT-ONOBEIaTesib IpPH CTapTe IONpPOCUT

MOJIb30BaTEJIA BBECTU UMA U MapOJib.

IMapamerpsl userinput.default.login u userinput.default.password B aiinie application.properties onpeesior UMs 1
[apojib, 0ToOpax)aeMble M0 YMOJTYAaHMIO B AMajore mojb3oBarels. [y Toro, 4toObl ayTeHTHU(HKALMS MPOXOIHIa

aBTOMAaTHUYeCKH Oe3 TOSIBJICHNSI IMajiora HeOOXOAMMO BBICTaBHTh userinput.login.silently paBHbIM true.

Hactpoiika Kerberos ayrenTudukanumn

3ameuvanne. B JaHHOM pa3Jiejie BO BCEX UMCHAX U MPUHIMUIIAIAX OJIb30BaTeNlel 1 CEPBEPOB HYKHO YYUTBIBATH, YTO

3arjIaBHbIE U MPOMKMCHBIC 6yKBI)I pa3HATCA.

HacTtpoiika KJIHeHTCKOI YacTH

ITocnegoBaTeIbHOCTD IENCTBUI:

1. BHecTu B cieqyiomuil KJIIOY peecTpa napameTp

- Ins Windows Server 2003 u Windows 2000 SP4

kimou: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\Kerberos\Parameters
napametp: allowtgtsessionkey=dword:0x01

- Inss Windows XP SP2

kimou: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\Kerberos

napametp: allowtgtsessionkey=dword:0x01

3ameuanue. [locie BHeceHHUs TapameTpa HeoOXoquMa repe3arpys3ka.

OrnucaHue npodIeMbl, KOTOpasi peliaeTcst Mpy MOMOIIM JaHHOTO JercTBus: http://java.sun.com/j2se/1.5.0/docs/
guide/ security/ jgss/ tutorials/ Troubleshooting. html rmaBa "javax.security.auth.login.LoginException:
KrbException: KDC has no support for encryption type (14) - KDC has no support for encryption type".

2. Co3pats/oTpenakTupoBath ¢aitn koHpurypanuu Kerberos krb5.ini

Daiin noykeH HaxoauThes B %SystemRoot% u umets uMs krb5.ini.
O0s3aTenbHO clieyeT yKa3aTh B KauecTBe alrTOPUTMOB MIM(POBAHUS ClIeoyIOIIHe:
[libdefaults]

default_tkt_enctypes = des-cbc-md5 des-cbc-cre des3-cbe-shal
default_tgs_enctypes = des-cbc-md5 des-cbe-cre des3-cbe-shal
permitted_enctypes = des-cbc-md5 des-cbe-crc des3-cbe-shal

HetanpHoe ommcanue daitna koHpurypauuu Kerberos http://web.mit.edu/kerberos/www/krb5-1.4/krb5-1.4.3/
doc/krb5-admin/krb5.conf.html.(Ilpumep xondurypamonHoro daitia krb5.ini npunaraercs.)

3. IMpouncrammupoBath Ha kiaueHTe JRES.0.10+, (naxomurcs http://java.sun.com/j2se/1.5.0/download.jsp)

4. Tlocnme HACTPOWKM CEpBEpHOU YAaCTH KJIMEHTCKOe MPHIOKEHHEe MOXHO OyIeT aKTUBHU3UpPOBATh, 3aIyCTHB Ha
seimostHenve daitn $(NOTIFIER_ROOT)\run.exe (run.sh).
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HacTtpoiika cepBepHoii yacTu

Cwm. nonpo6Hoe omucanue Hactpoitku RunaWFE cepsepa B nokymeHnTe "RunaWFE. PyKoBOACTBO 1O yCTaHOBKe M
KOH(UTYpHUPOBaHUIO" (, OGpaTtrTe BHUMaHUe, YTO Ul KOPPEKTHOW ayTeHTH(HMKAIMU KJIMEHTa-OIOBeIaTeNls Mo
RMI ¢ ucnoms3oBanuem mporokona kerberos, HeoOxomumo B haitne kerberos_module.properties, Haxoasimemcst B
manke rtn ycTaHOBUTH TOT ke serverPrincipal, uro m Ha RunaWFE cepBepe (OgHOMMEHHOE CBOWCTBO B

kerberos_module.properties HaxonsmiemMcs B jboss-root/server/default/conf).

Hacrpoiika 6e3onacaoctu JVM

Brutiounth security manager. s BKIIIOUEHHS security manager'a IUisl BCeX JIOKQJIBHO 3aITyCKAeMbIX MPHIOKEHUN
HEOOXOAMMO  OmpeleuTh nepeMeHHyl0 okpyxkeHuss _JAVA_OPTIONS wu ycraHOBUTH ee¢  3HaueHHE

-Djava.security.manager

Ilocne 3Toro Ha BCe JIOKAJIBLHO 3aIlyCKAEMBbIC ITPUIIOKEHUSA 6y,IIyT HaKJIaJbIBaTbCsA OIPaHUYCHUS security manager‘a o

YMOJTYaHUIO. DTU OorpaHndeHust onuceBaiotcs B (aitie $JAVA_HOME\lib\security\java.policy.

dopwmar 3toro (aitna onucan http://java.sun.com/j2se/ 1.5.0/docs/ guide/ security/ PolicyFiles. html. Cricok
BO3MOKHBIX TTOJTHOMOYMH MCHONB3YEeMBIX security manager'om — http://java. sun.com/j2se/ 1.5.0/ docs/ guide/

security/permissions.html.

IIpumep nonmutuku (daitna java.policy) paiommii kjaaccam (B ToM umcie U u3 JAR apxuBoB) u3 gupektopuu D:\tmp
BCE MOJIHOMOYHMS U HE JAI0IMM HUKAKHMX MOJTHOMOYMH KjaccaM (B ToM uucie U u3 JAR apxuBoB) U3 moOBIX APYrux

JUpeKTOpuil (hailJIoBON CUCTEMBI:

// Standard extensions get all permissions by default

grant codeBase "file:${ {java.ext.dirs} }/*" {

permission java.security.AllPermission;

15

/I default permissions granted to all domains

grant {

/! Allows any thread to stop itself using the java.lang.Thread.stop()
// method that takes no argument.

/I Note that this permission is granted by default only to remain

// backwards compatible.

// Tt is strongly recommended that you either remove this permission
/I from this policy file or further restrict it to code sources

// that you specify, because Thread.stop() is potentially unsafe.

/I See "http://java.sun.com/notes" for more information.
permission java.lang.RuntimePermission "stopThread";

/I allows anyone to listen on un-privileged ports

permission java.net.SocketPermission "localhost:1024-", "listen";
/I "standard" properies that can be read by anyone

non

permission java.util.PropertyPermission "java.version", "read";

"non

permission java.util.PropertyPermission "java.vendor", "read";
permission java.util.PropertyPermission "java.vendor.url", "read";

non

permission java.util.PropertyPermission "java.class.version", "read";
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permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
};

grant codeBase "file:/D:/tmp/*" {

permission java.security.AllPermission;

};

non

"os.name", "read";

"os.version", "read";

"os.arch", "read";

non

"file.separator”, "read";

non

"path.separator”, "read";

"line.separator”, "read";

non

"java.specification.version", "read";

non

"java.specification.vendor", "read";

"non

"java.specification.name", "read";

non

"java.vm.specification.version", "read";

non

"java.vm.specification.vendor", "read";

"java.vm.specification.name", "read";

"java.vm.version", "read";

non

"java.vm.vendor", "read";

non

"java.vm.name", "read";

Kak 3allyCTUTDh KIHCHT-0IIOBECIATEC/Ib

VYcranoBure B af_delegate.properties ccouiky Ha RunaWFE cepsep.

VYcranoBure swt-win32-3232.dll B tupeKTOpHIO, CChUIKA Ha KOTOPYIO HAXOJUTCS B IIepeMeHHoN okpyxeHus Path.

3amycrute javaw -cp .;rtn.jar ru.runa.notifier.PlatformLoader

javaw -cp .;rtn.jar ru.runa.notifier.PlatformLoader

3ameuanue. MOXHO He UCIIONB30BaTh IepeMeHHyI0 okpyxeHus Path. B atom ciyuyae nonoxure swt-win32-3232.d1l B

Ty € JUPEKTOPHIO, UTO U rtn.jar.

3anycrure javaw -Djava.library.path=. -cp .;rtn.jar ru.runa.notifier.PlatformLoader

v runa_tasks.exe
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Hacrpoiika onoBelieHHsI O 3JEeKTPOHHOH MoYTe

,HJIH TOro, YTOOBI MOJIL30BATEIO MMpUXOaNIO COO6H.I€HI/IC 0 HOBOH 3a/1a4€ B OM3HEC mponecce Ha SHCKTPOHHbIﬁ azapec

HE0O0X0I1MO

1) Yrobbl y wucnosHUTENEH, KOTOPBIM JOJDKHBI NPUXOAUTh email cooliieHus B cBoictBax VcnonHurens
NPUCYTCTBOBAJ IOYTOBBIN apec, HA KOTOPBIA OyIeT MPOU3BOAUTBLCS OTIIPABKa OMOBEIIECHUH. 11 HCIIOMHUTEN UMen
cratyc "AKTUBeH".

2) B server\default\conf\emailTaskNotifier.properties =~ BKJIIOUUTb  ONOBEUIEHWE IO  TIOYTE, [OCTABUB

smtp.SendNotifiction=true. B sTom xe daiiie 3amaTh Hapamerpbl smtp cepBepa, KOTOpbId OyIeT pacchliaTh

COOOIIEHNS U TTOJIb30BaTES smtp OT UMEHH KOTOpOro 6y)1yT paccbliaTbCA COOOIIEHHSI.

IIpumeuyanus

[1] http://wf.runa.ru/rus/doc/RunaWFE.
_%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE_%D0%BF%D0%BE_%D1%83%D1%81%D1%



http://wf.runa.ru/rus/doc/RunaWFE._%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE_%D0%BF%D0%BE_%D1%83%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%BA%D0%B5_%D0%B8_%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8E.
http://wf.runa.ru/rus/doc/RunaWFE._%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE_%D0%BF%D0%BE_%D1%83%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%BA%D0%B5_%D0%B8_%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8E.
http://wf.runa.ru/rus/doc/RunaWFE._%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE_%D0%BF%D0%BE_%D1%83%D1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%BA%D0%B5_%D0%B8_%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D1%83%D1%80%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1%8E.

WcTouHMKY 1 OCHOBHBIE AaBTOPbL

N cTOYHMKHY B OCHOBHbBIE aABTOPbI
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