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Hactpoiika rtn Ha RunaWFE cepBep

KrnmeHT onoBeraTess 1o yMoI4aHUIO HacTpoeH Ha padoty ¢ RunaWFE cepBepoMm, pacrioiokeHHOM Ha KOMITBIOTEpE €

nmeHeM wfe_server. HacTpouTsb KJIMEHT Ha Apyro cepBep MOKHO CeLyIOLIMMHI CIIOCO0aMu:

1. HeoOGX0oauMo COMOCTaBUTh Ha KJIMEHTCKUX MallMHax (C KJMeHToM-ornoBelnarenem) ip aapec RunaWFE cepsepa
nmenu wfe_server. B Windows cucremMax 3T0 BO3MOXKHO CZIeNaTh, IPONKCAB B
C:AWINDOWS\system32\drivers\etc\hosts cTpoky «ip_addr wfe_server». B linux cuctemax aHaJIOTHIHYIO CTPOKY
HeoOXouMo TiporucaTh B (aiine /etc/hosts.

2. Tlepenactpouts kimeHT-onoBemare s Ha RunaWFE cepsep, 3amenus B ¢aitnax af_delegate.properties u
application.properties wfe_server Ha ip agpec wim ums cepsepa. B ciydae, ecit RunaWFE cepsep ucnonbssyer

MOPTHI, OTJIMYHBIE OT MOPTOB 1o yMoudanuio (1099 u 8080), To HEOOXOAUMO 3aMEHUTH MOPTHI HA AKTYaJIbHBIE.

AyrtenTudukanus

Boi0op THna ayreHTH(PUKAIIT
AyTeHTI/I(bI/IKaL[I/IH B KJIMCHTC-OIOBEHIATEJIC COCTOUT U3 ABYX JacTeu:

* Ayrentudukanus, npooaumas mo RMI. Hcrionb3yercs KIMEHTOM [T TOTyYeH:s MHGOPMALUH O 3aJaHUSX
TOJIL30BAaTEIs M OTOOPaKEHUH HA OCHOBE 9TOH MH(OPMAalMY 3HaUYKa B TPee U BCIUIBIBAIOIINX COOOIEHUI TPH
MIPUXO/Ie HOBBIX 33124

* AyreHTu(puKaIMs, TPOBOAMMAsT BO BCTpPOEHHOM web Opay3epe. HeobxomymMa 151 KOppeTKHOHN padoThl web

unTepdeiica cucremsl RunaWFE.

Hnsa ayrentudukammm no RMI noctynHo 2 MeXaHM3Ma ayTeHTU(DMKAIMKM: C KCIOJIb30BAHUEM JIOTMHA M TapoJis
nojb3oBatenss B cucteMe RunaWFE u  ayreHtudukaims no nporokoiy kerberos. Tum wucnonszyemoit
ayTeHTH(UKAIMM  ompenensercss mapamerpom authentication.type B  paiime application.properties. s
WCTIOJIb30BaHMS ayTEHTHU(DUKALMKA C MCHOJB30BAaHUEM JIOTMHA M Taposis HEOOXOAMMO YCTaHOBHUTb HapaMeTp B
«userinput», a A7 WCIOJb30BaHWS ayTeHTU(UKAIMM N0 TpoTokomy kerberos ycranoBure «kerberos». Ilpu
ayTeHTU(UKALMKM 10 TIPOTOKONy kerberos KIMEHT-ONOBemaTe]b ayTeHTU(UIMpyeTcs 0Oe3 [IOMOJHUTENbHON
MH(OPMAIIMM CO CTOPOHBI NOJIb30BaTeNsl CHCTeMBl. IlpH ayTeHTH(UKALMK C WCHOJb30BAaHWEM JIOTMHA W Mapoisd

II0JIb30BaTECJIIO 6y,l'lCT MPEJIOKEHO BBECTHU UMA U MAPOJIib.

Tun ayreHTH(HMKaLMKM BO BCTpPOEHHOM web Opay3epe 3amaercsa mapamerpoM login.relative.url B paiine

application.properties B Buge url, oTHocuTensHO aapeca web uaHTepderica RunaWFE. [Insa ayrentTndukanuu Bo

BCTPOEHHOM web Opay3sepe poctymHo 3 url:

* /login.do — ayTeHTU(UKALMS C UCIIOIb30BAHUEM JIOTMHA U T1apoJisl 1oJb3oBates. [1ist KoppeTKHOH paboThl
TpedyeT, uTo-Ob1 RMI ayTeHTH(UKALMS TaK-Ke UCIOIb30BaIa ay TEHTH(HUKAIMIO 110 UMEHH U NAPOIIIO.

* /ntlmlogin.do — ayTeHTH(UKaIMA ¢ UCMOIb30BaHUEM ITPOTOKOJIA ntlm.
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* /krblogin.do — ayTeHTH(puKanus no npotokomy kerberos.

HacTtpoiika ayreHTH(DHKAIIMH ¢ HCTIOJb30BaHIEM HMEHH M MapoJist
M0JIb30BaTeJsI

IIpn wncronb3oBaHMM ayTEHTU(UKAIMK 1O KWMEHH W Tapoiio KJIMEHT-ONOBellaTesib IpH CTapTe IONPOCUT
MoJIb30BaTessl BBeCTH MM W Taposb. Ilapamerpsl userinput.default.login u userinput.default.password B caiine

application.properties oIpesessIIoT UM U ITapoJib, OTOOpakaeMble 10 YMOJTYAHHIO B AMAJIOTE MOJIB30BATEINS.

Hactpoiika Kerberos ayrenTuduxanumn

3ameuvanne. B JaHHOM pa3Jiejie BO BCEX UMCHAX U MPUHIMUIIAIAX OJIb30BaTeNlel 1 CEPBEPOB HYKHO YYUTBIBATH, YTO

3arjIaBHbIE U MPOINMCHBIC 6yKBbI pa3HATCA.

HacTtpoiika KJIHeHTCKOI YacTH

TTocnegoBaTeIbHOCTD IENCTBUI:

1. BHecTu B cieqyomuil KJIIOY peecTpa napaMeTp

- Ins Windows Server 2003 u Windows 2000 SP4

kimou: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\Kerberos\Parameters
napametp: allowtgtsessionkey=dword:0x01

- Ins Windows XP SP2

kimou: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\Kerberos

napametp: allowtgtsessionkey=dword:0x01

3ameuanue. [Tocie BHeceHHUs TapameTpa HeoOXoquMa repe3arpyska.

OrnucaHue npodIeMbl, KOTOpasi peliaeTcst Mpy MOMOIIM JaHHOTO JercTBus: http://java.sun.com/j2se/1.5.0/docs/
guide/ security/ jgss/ tutorials/ Troubleshooting. html rmaBa "javax.security.auth.login.LoginException:
KrbException: KDC has no support for encryption type (14) - KDC has no support for encryption type".

2. Co3pats/oTpenakTupoBath ¢aiin koHpurypanuu Kerberos krb5.ini

Daiin noykeH HaxoauThes B %SystemRoot% u umets uMs krb5.ini.
O0s3aTenbHO clieyeT yKa3aTh B KauecTBe alTOPUTMOB MIM(POBAHUS ClledyIOIIHe:
[libdefaults]

default_tkt_enctypes = des-cbc-md5 des-cbc-cre des3-cbe-shal
default_tgs_enctypes = des-cbc-md5 des-cbc-cre des3-cbe-shal
permitted_enctypes = des-cbc-md5 des-cbe-crc des3-cbe-shal

HetanpHoe onmcanue daitna koHpurypauuu Kerberos http://web.mit.edu/kerberos/www/krb5-1.4/krb5-1.4.3/
doc/krb5-admin/krb5.conf.html.(Ilpumep xondurypammonsoro daitia krb5.ini npunaraercs.)

3. IMpouncrammupoBath Ha kiaueHTe JRES.0.10+, (naxomutes http://java.sun.com/j2se/1.5.0/download.jsp)

4. Tlocnme HACTpOWKM CEpBEpHOU YAaCTH KJIMEHTCKOe MPHIOKEHHEe MOXHO OyIeT aKTUBHU3UPOBATh, 3aIyCTHB Ha
seimosiHenve daitn $(NOTIFIER_ROOT)\run.exe (run.sh).
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HacTtpoiika cepBepHoii yacTu

Cwm. nonpo6Hoe omcanue Hactpoiiku RunaWFE cepsepa B nokymente WF-system_Installation_guide_ru. O6parure
BHUMaHHe, 4TO JAJIs1 KOPPEKTHOM ayTeHTHU(UKAIMK KJMeHTa-onosemarens no RMI ¢ ucnosb3oBaHueM NmpoTokosa
kerberos, HeoOxomumo B dpaitie kerberos_module.properties, HaxopasiiemMcsi B Manke rtn YCTAHOBUTh TOT XKe
serverPrincipal, yro u Ha RunaWFE cepsepe (OnHonMeHHOe cBOHCTBO B kerberos_module.properties HaxonsmmeMcs B

jboss-root/server/default/conf).

Hacrpoiika 6e3onacaoctu JVM

Brutiounts security manager. Il BKIIIOYEHHS security manager'a IUisl BCeX JIOKQJIBHO 3aITyCKAeMbIX MPHIOKEHUN
HEOOXOAMMO  OmNpefeuTh nepeMeHHyl0 okpyxkeHuss _JAVA_OPTIONS wu ycraHOBUTH ee¢  3HaueHHE

-Djava.security.manager

Ilocne 3Toro Ha BCE JJOKAJIBLHO 3aIlyCKAEMBbIC ITPUIIOKEHUSA 6y,IIyT HaKJIaAbIBaTbCsA OIrPaHUYCHUS security manager‘a o

YMOJTYaHUIO. DTU OorpaHryeHust onuceBaiotcs B (aitie $JAVA_HOME\lib\security\java.policy.

dopwmar storo (aitna onucan http://java. sun.com/j2se/ 1.5.0/ docs/ guide/ security/ PolicyFiles. html. Cnicok
BO3MOHBIX TTOJTHOMOYMI HMCHONB3yeMBIX security manager'om — http://java. sun.com/j2se/ 1.5.0/ docs/ guide/

security/permissions.html.

ITpumep nonutuku (daitna java.policy) pawommii kjaaccam (B ToM umcie U u3 JAR apxuBoB) u3 aupektopun D:\tmp
BCE MOJIHOMOYHMS U He JAI0IM HUKAKHMX MOJTHOMOYMH KjaccaM (B ToM uucie U u3 JAR apxuBoB) u3 moOBIX APYrux

JUpeKTOpuil (hailJIoBON CUCTEMBI:

// Standard extensions get all permissions by default

grant codeBase "file:${ {java.ext.dirs} }/*" {

permission java.security.AllPermission;

15

/I default permissions granted to all domains

grant {

/I Allows any thread to stop itself using the java.lang. Thread.stop()
// method that takes no argument.

/I Note that this permission is granted by default only to remain

// backwards compatible.

// Tt is strongly recommended that you either remove this permission
/ from this policy file or further restrict it to code sources

// that you specify, because Thread.stop() is potentially unsafe.

/I See "http://java.sun.com/notes" for more information.
permission java.lang.RuntimePermission "stopThread";

/I allows anyone to listen on un-privileged ports

permission java.net.SocketPermission "localhost:1024-", "listen";
/I "standard" properies that can be read by anyone

non

permission java.util.PropertyPermission "java.version", "read";

"non

permission java.util.PropertyPermission "java.vendor", "read";
permission java.util.PropertyPermission "java.vendor.url", "read";

non

permission java.util.PropertyPermission "java.class.version", "read";
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permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
permission java.util.PropertyPermission
b

grant codeBase "file:/D:/tmp/*" {

permission java.security.AllPermission;

};

non

"os.name", "read";

"os.version", "read";

"os.arch", "read";

non

"file.separator”, "read";

non

"path.separator”, "read";

"line.separator”, "read";

non

"java.specification.version", "read";

non

"java.specification.vendor", "read";

"non

"java.specification.name", "read";

non

"java.vm.specification.version", "read";

non

"java.vm.specification.vendor", "read";

"java.vm.specification.name", "read";

"java.vm.version", "read";

non

"java.vm.vendor", "read";

non

"java.vm.name", "read";

Kak 3allyCTUTH KIHCHT-0IIOBECIIATEC/Ib

VYcranoBure B af_delegate.properties ccouiky Ha RunaWFE cepsep.

VYcranoBure swt-win32-3232.dll B tupeKTOpHIO, CChUIKA Ha KOTOPYIO HAXOJUTCS B IIepeMeHHoN okpyxeHus Path.

3amycrute javaw -cp .;rtn.jar ru.runa.notifier.PlatformLoader

javaw -cp .;rtn.jar ru.runa.notifier.PlatformLoader

3ameuarue. MOXHO He UCIIONB30BaTh IepeMeHHyI0 okpyxeHus Path. B atom ciyyae nonoxure swt-win32-3232.d1l B

Ty € JUPEKTOPHIO, UTO U rtn.jar.

3anycrure javaw -Djava.library.path=. -cp .;rtn.jar ru.runa.notifier.PlatformLoader

v runa_tasks.exe
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