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Kak ycranoButs RunaWFE

Bapunantsi pacnpocrpanennsi RunaWFE
RunaWFE pacnpocTpansercs B ClIeAy0IIX BapHaHTax:

1. B BuIe crienmann3upoBaHHBIX JUCTPHOYTUBOB I KOHKPETHBIX OMEPAMOHHBIX CHCTEM
2. B Buje UCNOTHUMBIX (haiiIOB java-MaIlyHbL.

3. B uCXOIHBIX KOJaX.

YcTaHOBKA NMPH MOMOIH CIIENHATN3HPOBAHHBIX JUCTPHOYTHBOB J1JIsI
KOHKpeTHbIX OC

CrielMaM3upoBaHHbBIE  JUCTPHOYTMBBI TPEACTABISIOT COOOH MHCTAUIALMOHHBIE MAKeThl OIS pa3iM4HbIX

onepauoHHbIX cucteM (rpm/deb mna Linux, ycranoBmuk exe mig Windows). VX MOXHO ckauyaTh C HopTaia
. . 1

sourceforge: http:// sourceforge. net/ projects/ runawfe/ files L ]Hepeqnc.rmm KOMIIOHEHTBI CHCTeMbl, KOTOpbIe

MOKHO YCTAHOBUTDH IIPHA IMOMOIIH CIICHUAJTU3UPOBAHHBIX III/ICTpI/IﬁyTI/IBOB:
KOMHOHGHTLI, OTHOCAIINECA K KJIMEHTCKOM YaCTH CUCTEMEI:

* Kiment (web-unrepdeiic)
» TI'paduueckuil pegakTop OU3HEC-TIPOLIECCOB
*  CumynsiTop OGM3HEC-TIPOIIECCOB

*  KoMIOHEeHT, CUTHAIM3UPYIOLHUIA O TOCTYNHBIINX 3aJa9ax
KoMmroHeHTHl, OTHOCSIIHeCs: K CepBEpHOIN YacTH CHCTEMBI:

* RunaWFE — cepBep

* bBor-cranuus

MexaHn3M COBMECTHOM pad0Thl KOMIIOHEHTOB:

Ha onHoM cepsepe 3amyckaerca RunaWFE — cepeep

Ha HeckonbkHx cepBepax MOTYT OBITh 3aITyIieHbl O0T-CTaHIIN

Ha ximeHTCKMX KOMIbIOTEpax 3arycKaeTcst Opay3epbl WM CIelMaJIbHble KOMIIOHEHTBI, CHUTHAJIM3UPYIOIIUE O
MOCTYNMBIIMX 337a4ax. (B OkHe 3TOro KOMIIOHEHTa OTKpBIBaeTCs1 Opay3ep, B KOTOPBIH 3arpyxaercss web-uHtepdeiic

CHCTEMBI)

Ha xmmenTckmx KOMITIBIOTEpPAX MOXKET OBITH 3allylieH Fpa(l)l/l'{eCKI/Iﬁ PEaAKTOp 6I/I3HeC—HpOHeCCOB, TAK)X€ Ha

KJIMEHTCKUX KOMIIBIOTEpaX MOXET ObITh 3aIlyLleH CUMYJIATOP OU3HEC-TIPOLIECCOB.
Onucanue (PyHKINOHAJIBHOCTH KOMIIOHEHTOB CHCTEMbI

RunaWFE — cepBep conepKuT oOIpelefieHs] 3arpyXeHHbIX B HEro OW3HEC-TPOLIECCOB U BBHIMOIHSIOINECS

IK3EMILTAPBL 6I/I3HGC-HPOHCCCOB.

Bor cranmmm copepxar 60ToB, KOTopble ieproanveckn omnparmrsaioT RunaWFE — cepsep.
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Eciu BoimosHstionmecss Ha RunaWFE — cepBepe sK3eMILISpsl OM3HEC-TIPOIIECCOB COJEpXaT 3aaadu Ajisi OOTOB,
3arpy’k€HHBIX B OOT-CTAHIIMIO, TO OOTHI BHIIOJHSIOT STU 334X M BO3BPAIIAIOT pe3yabTaThl padoThl HA RunaWFE —
cepsep.

IIpu nomowgu web-unmepgbetica cucmemvl NOALIOBAMENL MOJICEM.:

* Tlomy4aTs, pUIIBTPOBATD, BEIIOIHATD 3224, TeHEPUPYEMBble IK3EMILIApaMy OU3HEC-TIPOLIECCOB
* 3aryckarbh HOBBIE 9K3EMILTSIPBI ON3HEC-TTPOLIECCOB
* TIpocMaTpuBaTh COCTOSIHHS BBITOIHSIOLIMXCS 9K3EMIUIAPOB OM3HEC-TIPOLIECCOB

e 3arpyxatb (pafyII-apXUBHI, COIEPKAIIME ONpe/IeIeHHs OM3HEC-TPOIECCOB B CUCTEMY
Ipu nomougu web-nmepdbetica cucmemvbl AOMUHUCIPAMOD MOHCEM.

* Co3paBaTb-yAaJIATh NI0JIb30BATEIEH U IPYNIILI OJIb30BaTeNeN

* BrximovaTh (MCKJTI0YATh) TOJIB30BATEINEH B TPYIIITHI.

* Pa3paBath npaBa Ha OOBEKTHI CHCTEMBI TI0JIL30BATEIISIM U TPYIIIIaM IMOJIb30BaTe el
* [IpuHYAMTENHHO OCTAHABIMBATH SKIEMIUIAPH ON3HEC-TIPOLIECCOB

® ,HO6EIBJ'[HTI), M3MEHATDH MpaBUjIa 3aMECIICHUSA TOJIb30BaTeIe

Ipu nomowu 2pagpuueckoeo pedaxkmopa OGU3HEC-NPOUECCO8 AHAAMUMUK MOJiCem pa3padaThiBaTh OU3HEC-TTPOLIECCH 1

SKCHOPTUPOBATH UX B (DallNIBI-apXHBHI B (DAIJIOBYIO CUCTEMY.

IIpu nomowgu cumyasmopa OusHec-npoyeccos MOKHO TECTUPOBATh pa3pabOTaHHbIE OU3HEC-TIPOLIECCH Ha YCIOBHON

KOHq)I/Il"ypaHI/II/I Ha KJIMEHTCKOM KOMITIBIOTEPE aHAJIUTUKA, HE 3arpykad uxX B IPOMBIIUICHHYIO CUCTEMY.

3ameuanme. RunaWFE — cepBep yxe colepXur B ceOe JIOKaJbHYI0 OOT-cTaHImo. [103TOMYy mpeanoiaraercs, 4to
YCTAaHOBHUTh OOT-CTAHIIMIO KAaK OT/ENIbHBI KOMIIOHEHT MOXXHO TOJILKO Ha KOMIIBIOTEp, Ha KOTOPOM HE YCTAaHOBJICH

RunaWFE — cepsep.

3ameuanne. RunaWFE — cepBep u cumyJisiTop He JOJKHBI OBITh YCTAHOBJIEHBI Ha OIMH KOMITHIOTED.

VeraHoBKa NpH NOMOIIH crienua n3uposadHoro qucrpudyrusa 1iust OC Windows

BcraBbre auck B auckoBop (B ciaydae auctpubytvBa Ha CD-muicke) wim 3amycTuTe Ha BBHINOJNHEHHE  (haid
RunaWFE-Installer.exe (B ciyuyae auctpuOyTuBa B Bujae ucnonHsiemoro aitna). IlosBurcst coodmenne o LGPL
smueH3un. Tlocie yTBepAuTenbHOro OTBETa Ha BOIPOC O MPHHSATHN YCIOBUH JIMIEH3UH TOSIBUTCS] BHIOOP — YCTaHOBUTD
Ha KOMITBIOTED KJIMEHTCKUe min cepBepHble KomrnoHeHTh RunaWFE 1 moce 3Toro — BEIOOP KOHKPETHBIX KJIMEHTCKUX

WJIK CEPBEPHBIX KOMIIOHCHTOB. Tlocne 3aBEPHICHUA YCTAHOBKU CUCTEMbI MNOABUTCA HAAIIUCH «["0TOBO».

Jns mepBOro 3HAKOMCTBA C CHUCTEMOH pEKOMEHAYeTCsl YCTAaHOBUTh Ha KOMIIBIOTEP KJIMEHTCKME KOMIIOHEHTHI.
KiueHTCKUi KOMIOHEHT «CUMYJISITOP» SIBJISIETCSL aJalTUPOBAHHOW Juisi paboueil craHummu Bepcueir RunaWFE
cepBepa, STOT KOMIIOHEHT COIEPXKUT B cede JIOKaibHyl OOT-cTaHuumio. [103TOMy K/IMEHTCKMX KOMIIOHEHTOB

JOCTATOYHO JUIsI TOTO, YTOOBI MO3HAKOMUTHCS CO Beel (pyHKIMoHaIbHOCThI0 RunaWFE.

IMocne ycTaHOBKY KJIMEHTCKUX KoMroHeHTOoB RunaWFE, paborath ¢ cucteMoi MOKHO depe3 cuctemHoe mMeHio ( [Tyck

/ TIporpammsl / RunaWFE) niu yepes pacroioskeHHbIe Ha JECKTOIE UKOHKH.

JIsT  BO3MOXHOCTM 3allycka M BBINOJIHEHWs] Ou3Hec-mporieccoB HeoOxoaumo 3amyctuth RunaWFE  cepsep
(cumynsTop). CUMyIATOP MOXHO 3aIyCTHTh, Hampumep, Komangoi menio Ilyck / IIporpammser / RunaWFE / Start
Simulation. [anee misg paGoTel ¢ cucTeMor 4epe3 web-uHTepdelc peKOMeHayeTcsl BBHIMOJHUTh KomaHay Ilyck /
Iporpammser / RunaWFE / Simulation Web Interface. Jlorun agMuHMCTpaTOopa MO yMOm4aHuo — «Administrator»

(cymiecTBeHHO, 4TO € OOJIBIION OYKBBI), TAPOJIb AJMUHUCTpATOpa — «Wi».

OcHoBHBIM KOMIOHEHTOM cuctemsl siBsieTcss RunaWFE cepsep (B BapraHTe ycTaHOBKM KJIMEHTCKMX KOMIIOHEHTOB -
Cumynsrop). OcransHble KOMIIOHEHTH — fgomnoiauTesbHble. [Ipu ycranoBienHoM RunaWFE cepeepe (cumyssitope)

IUTs1 pabOThI C CUCTEMOM JOCTATOYHO TOJIbKO Haymuust Web-Opay3epa.
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VeraHoBKa npy NOMOIH CIENHAJIN3HPOBAHHBIX JucTpudyTuBoB st OC Linux
Huctpudytussl gt OC Linux coctosT u3 rpm nim deb makeros.

Cxkauaiite makets! 1151 Bameit OC co cTpanuib 3arpy3ku: http://sourceforge.net/projects/runawfe/files [2] (makeTst

Haxopastcsa B Distributives/Distributives for Linux).
B cocrtaB nmocraBku BXOIAT CJICAYIONIUE MAKEThI:

* runawfe-jboss — jboss HEOOXOAUMBIN 1J1s1 paOOTHI BCEX TUIIOB CEPBEPOB runawfe

* runawfe-simulation — Cumynsarop WFE. ITo3Bosster 3amyckats 1 octaHaBimBath WFE cepBep ¢ ncrions3oBanueM
KOMaH/1 U3 TJIaBHOT'O MEHIO OIepallMoHHON cucteMbl (moameHio Ogruc), a Tak ke COIepKUT CChIIKY Ha web
uHTEpQEiic CUCTEMBI.

* runawfe-gpd — I'papuueckuii peakTop OM3HEC-TIPOLIECCOB.

¢ runawfe-notifier - Kimenr-onosemarens

e runawfe-doc - JJokymeHTanus

* runawfe-commonlibs — BuGnmoTeku, Ucrosb3yemble pa3HBIMU THUIIAMU CEPBEPOB
* runawfe-common — OOmne KOMIIOHEHTHI IJTABHOTO MEHIO

* runawfe-client-conf — HacrtpauBaeT kiuenTckue komroneHTsl Ha WFE cepsep

* runawfe-client — Ccpiika Ha web unTepdeiic WFE cepepa

* runawfe-adminkit — AQMHUHHCTpAaTUBHBIE CKPITHI

* runawfe-server — WFE cepsep

¢ runawfe-botstation — Y ganennasa OoTcraHIus

JIJisl yCTaHOBKM MaKeTOB Hauboliee 1eIeco00pa3sHo UCTIONb30BaTh KaKOW-TMO0 MEHeIKep MaKkeToB, HanpuMep apt-get
wii yum. Vcnons3oBaHue MeHeakepa MakeToB MO3BOJUT aBTOMATUYECKH 3arpy3UTh M YCTAaHOBUTh 3aBUCUMOCTH IS

YCTaHABJIMBAEMBIX ITAKETOB.

ITakeTs runawfe—jboss, runawfe-commonlibs, runawfe-common SABJISIOTCS CJIy)Ke6HI)IMI/I N CTaBATCA B Kady€CTBE

3aBUCHMOCTEH IpH YCTAaHOBKE APYTUX MaKETOB. YcraHoBka ux OTJAEJIBHO OT OCTAJIbHBIX ITAKETOB CMBbICJIA HE UMECT.

IMakers runawfe-server u runawfe-botstation MMeeT CMBIC] YCTaHaBJIMBaTb TOJIBKO NPU YCTAHOBKE CHUCTEMBI B
NPOMBIIUIEHHYI0 9KCIUTyaTalmio. [l O3HAKOMIEHHS C CUCTEMOH PEKOMEHTYETCs YCTaHABJIMBATh IaKeThl
runawfe-simulation, runawfe-gpd, runawfe-notifier, runawfe-doc u Bce ux 3aBucumocty. Takasi ycTaHOBKa IMO3BOJIUT
co3aBaTh/pelakTPOBaTh OM3HEC-TIPOLECcChl, MOCMOTpPEeTh pPaboTy cepBepa M KIHMEHTa-omoBemaresns. Tak ke
runawfe-simulation BKJIOYaeT TecTOBYIO 0a3y JaHHBIX C IPEABAPUTENILHO 3arpyXeHHOH JIeMOHCTPAIMOHHOM

KoH(uUrypanueit (rmoxoxei Ha wfdemo.runa.ru)
JIJisl yCTaHOBKM pEKOMEHIyeMBIX NTAaKETOB HEOOXOJUMO BHITIOJHHUTD

apt-get install runawfe-simulation runawfe-gpd runawfe-notifier runawfe-doc

¥YcranoBka RunaWFE B ciiyuyae pacnpocTpaHeHusi B BUjie HCIIOJHUMbIX
cpaiiyioB java-MammHbI

B stom cnyuae RunaWFE pacnpoctpansiercss B Buae (aitna-apxuBa. Paiia-apXuB COIEPKUT OTKOMIMINPOBAHHbIN
KOJI, a TaKxke CKOH(PUTYPUPOBaHHBIA cepBep npuioxkeHuin JBoss u Bce HeoOxoaumbie OGuOMMoTeku. ((aii-apxus

MOXHO cKayvaThb ¢ rnopTtaia sourceforge: http://sourceforge.net/projects/runawfe/files [1])

AnmapaTtHbie TPeOOBaHHS.

«Cepeep» - KoMITbIOTED ¢ TporieccopoM Pentium4 unu 6osee momubiM, RAM 512 MB, cBo6oanoe mecto Ha HDD 2
GB, OC — MS Windows 2000 u Beimre, Linux Debian 3.0 u Beime, Fedora Core 3 u Boime, AltLinux 4.0 u Bhire, Sun
Solaris 10, .
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«Kauenmexuii komnviomep» - KOMIIBIOTEpP IOJDKEH HOIYCKaThb YCTAaHOBKY MHTEpHET Opaysepa, MOANepKUBAIOIIEro
HTML 4.0

Heo6xo01umoe nporpaMMHoe odecrieuyeHne

J2SE SDK JDK 5.0 (wmu BhiIlie), MOKHO CBOOOJHO 3arpy3uTh IO CIeAyIeMy aapecy: http://java.sun.com/javase/
(3]

downloads/index_jdk5.jsp
YcTaHoBKa cucTeMbl

VYcranosure Java (B Bapuanrte J2SE SDK), ycranoBute nepemennyio okpyxenusa JAVA_HOME B cooTBeTcTBUM C

onucanueM http http:// www. jboss. org/ wiki/ Wiki. jsp?page=JBossInstallation http 41, 3arpy3ute (aili-apxuB

runawfe-x.x.x-bin.zip co crpanunsl «Files» mpoekra RunaWFE (http:/ / sourceforge. net/ projects/ runawfe [5]).

Pacnakyiite sToT (haiin B MPOMU3BOJIbHYIO MANKy Ha cepBepe, MMs KOTOPOi He coaepkuT mpobenos. Jlanee B JaHHOM

JOKyMeHTe OyneM o603HavaTh 3Ty nanky - $DIST_ROOT.

Ycranoska RunaWFE B ciiyuae pacnpocTrpaHeHusi B BUjie HCXOJHbIX TEKCTOB

B stom cimyyae RunaWFE pacnpoctpansiercs B Bune ¢aitna-apxusa. Paii-apxuB COAEPKHUT BECh MCXOTHBIA KOJ
[1])

MpoeKTa. (ero MoXHO ckadaTh ¢ nopraia sourceforge: http://sourceforge.net/projects/runawfe/files

AnmapaTHble TpeOOBaHMS.

«Cepgep» - KOMIIBIOTED ¢ mporieccopoM Pentium4 umm 6osiee mMomubiM, RAM 512 MB, cBo6ogHoe mecto Ha HDD 2
GB, OC — MS Windows 2000 u Beire, Linux Debian 3.0 u Bbie, Fedora Core 3 u Boiie, AltLinux 4.0 u Beime, Sun
Solaris 10, .

«Kauenmcxuii komnviomep» - KOMIIBIOTED JOJDKEH JOMYCKAaTh YCTAaHOBKY MHTEPHET Opay3epa, MOJJIepKHBAIOIIEro
HTML 4.0

Heo0xo0/11M0€ porpaMMHoe oGecrieueHme:

J2SE SDK JDK 5.0 M0OXHO CBOOOAHO 3arpy3wTh MO clienyiomieMmy aapecy: http http:// java. sun. com/ javase/
downloads/index_jdks.jsp http !

Apache Ant 1.6.2, MOxHO CBOOOIHO 3arpy3uTh 110 ClieaylolieMy aapecy: http://ant.apache.org/bindownload.cgi (61

JBoss Application Server (tectupoBaHue rnpoussesieHo uist Bepceuu 4.0.5.GA), MoxkeT ObITh 3arpyskeH 1o aapecy: http

http://sourceforge.net/project/showfiles.php?group_id=22866&package_id=16942 http 71

Bce ocranbHble HEOOXOANMBIE OMOIMOTEKH PUCYTCTBYIOT B qucTpndyTBe RunaWFE B manke wfe/lib.

YcraHoBKa cuCTEMbI
1. Ycranosure Java (B Bapuanre J2SE SDK)

2. Ycranopure nepemennyio okpyxenus JAVA_HOME (B cayuae onepanmonHoit cuctembl «Windows»: IIpaBbiit
kimk Ha My Computer, BoiOupute Advanced, 3atem Ha Environment Variables. 3anaiite umsi JAVA_HOME u

3HaYEHHUE, COBNAJIAIONIEE C IMEHEM JUPEKTOPUH, B KOTOpyIo Obuta ycranosieHa JDKS5.0.).
3. YcraHoBure jboss

4. PazapxuBupyiite ucxonuslii kog RunaWFE: Pacnakyiite runa-x.X.X.zip apXxvB B JUPEKTOPHIO, Ha KOTOPYIO MBI

OyeM cchtaThest Kak ${src} — kopHeByio nupektopuio RunaWFE.
5. Ckonupyiite 6ubuoreky junit-3.8.1.jar B mognanky lib manku, B Kotopyio ycraHoBieH Apache Ant.

3ameuanue. [To ymomyannio RunaWFE ucnonesyer JBoss HSQL datasource ¢ JNDI umenem java:/DefaultDS.
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6. Cobepure u ycranoBute RunaWFE:

Orpenaxtupyite ${src}/build.properties:

jboss.home.dir npomxkeH yka3bBaTh Ha JBOSS home

B ciyuyae Unix nepeMeHHast MOXeT ObITh 3ajlaHa, HApUMep, TaK:
jboss.home.dir =/usr/local/jboss

B ciiyuae Windows niepeMeHHast MOXeT ObITh 3a/1aHa, HAPUMED, TaK:
jboss.home.dir = C:/progs/app_servers/jboss

BrimosHute: ant install. wfe

3ameuanue. B ciyuae oneparmonnoi cucrembl AltLinux 4.0 mopt 8080 3aHAT cUCTEMHBIMHU CIy)k0amu, O3TOMY
BMECTO  HEro HAJO0 WCIOJb30BaTh  JApyroil  mopr:  OTKpodTe B TEKCTOBOM  pejakTope  (paiin
$(DIST_ROOT)/server/default/deploy/jbossweb-tomcat55.sar/server.xml.

B crpoke:

<Connector  port="8080"  address="${jboss.bind.address}"  maxThreads="500"  minSpareThreads="25"
maxSpareThreads="75" enableLookups="false" redirectPort="8443" acceptCount="100"
connectionTimeout="20000" disableUploadTimeout="true" URIEncoding="UTF-8"/>

3amenute nopt 8080 Ha 1pyroi mopT (kak mpasuio, B ciaydae OC AltLinux 4.0 ams atoro ucnonssyercs nopt 28080)

B ciyuae omepaumoHHoM —cucteMbl  AltLinux npu  MCHONB30BaHWMM  yJajieHHOW  OOT-CTaHLUM, JIMOO
KJIIEHTOB-OIOBeNIaTe el 11 KOPPEKTHOM padoThl HeoOXomuMo Ha cepBepe B (paiine /etc/hosts mocraBuTh B
cootBercTBHe MMeHHn localhost peanbHblil ip agpec komnbiotepa (BMecto 127.0.0.1). TanHoe AeiicTBUE HEOOXOIUMO

IJIA KOPPEKTHOT'O BBaHMOHeﬁCTBHH C CEPBEPOM I10 rmi.

3anyckK 1 0CTAaHOBKA CHCTEMbI

Basicro: Jboss-4.2.3 0 yMOTYaHHMIO AOCTYIIEH TOJIBKO Ha JIOKAIBHOM HMHTeperice (M3 coobpaxeHni 6e30MacHOCTH).
IIpu ycranoBke RunaWFE c ucnonbs3oBanreM HHCTaLIATOpa A1 windows, jboss yke HaCTpOEH IS JOCTyTa U3 CeTH.
st Toro, uro ObI jboss OBUT AOCTYIIEH Ha BCeX YCTAHOBJIEHHBIX MHTepdelicax goctaTrodHo B run.bat (.sh) mepenatsb

napametp «-b 0.0.0.0». Tak-xke MOXHO IPOCTO MPONKCATh TOT MapaMeTp HEMOCPEACTBEHHO BHYTpHU run.bat(.sh).

Cayugaii cenuaJn3upoOBaHHBIX JHCTPHOYTHBOB

Cayuait quctpudyrusa niass OC Windows

Cumynarop Ha KJIMEHTCKOM KOMIBIOTEPE MOXHO 3allycTUTh depe3 cucrteMHoe MeH0 ( Ilyck / Ilporpammer /

RunaWFE/ Start simulation) niu yepe3 pacnosIoXeHHYI0 Ha JeCKTOIe UKOHKY «Start simulation».

Ecnu e BBl IOCTaBWJIM CepBEp WM yAAIEHHYI0 OOTCTaHLIMIO, TO jboss OyJeT IponMcaH B KauecTBe CepBUCA/AeMOHa U

6yHCT 3aIlyCKaTbCsd aBTOMATUYECKU ITPU CTAPTE CUCTEMBI.




RunaWFE. PykoBoacTBO 110 ycTaHOBKE U KOH(PUT'YpUPOBAHHUIO.

Cayuait quctpuoytusos st OC Linux

CI/IMyIIHTOp Ha KJIMCHTCKOM KOMIIBIOTEPE MOKHO 3aIlyCTUTh YE€pe3 CUCTEMHOC MEHIO WJIKM YE€pPE3 PACIOJIOKCHHYIO Ha

JIECKTOIle UKOHKY «Start simulation».

Ecnu e BBl HOCTaBWJIM CepBEp WM yAAIEHHYI0 OOTCTaHLIMIO, TO jboss OyJeT IponMcaH B KauecTBe CepBHUCA/AeMOHa U

6yHCT 3aIllyCKaTbCd aBTOMATUYECKU ITPU CTAPTE CUCTEMBI.

Cuayuaii pacnpocTpaHeHHs B BU/ie HCIIOJHUMbIX (DaiiljIOB java-MalmuHbI HJIH B
BH/IE€ MCXO/THBIX KO/IOB

Bbl 0JOKHBI MMETh TpaBa Ha 3alyCK TPUIOKEHWH, CIYIIAONMX TMOPThl, HeoOXoaumble Uis paboThl cepBepa

TIPUJIOKEHUH, BXOMSIIETO B COCTaB crcTeMs! (1o ymomdanmio 1098, 1099, 8083, 4444, 4445,8080)

Mepeitnute B manky $JBOSS_HOME/bin. B ciyyae onepanmonHoii cuctembl Windows 3armycrute run.bat, B ciiyyae

oneparoHHo# cuctembl Unix (Linux), 3amyctute run.sh

OcTaHoBKa CHCTEeMbI

Cayuait quctpuéyrusa aiass OC Windows

Cumynarop Ha KJIMEHTCKOM KOMIIBIOTEPE MOXHO OCTaHOBUTB uepe3 cucrteMHoe MeHo ( ITyck / Ilporpammsr /

RunaWFE/ Stop simulation) uim yepe3 pacroyiokeHHYI0 Ha JIECKTOIe UKOHKY «Stop simulation».

Ecnmm xe BB mocTaBHIM CEPBEP WM YIAJICHHYIO 6OTCTaHLlI/IIO, TO IJId OCTAaHOBKH CHUCTEMbI HaJ0 6y;[eT OCTaHOBUTH

cepBUC 1A jboss'a.

Cayuaii quctpuoyrusoB aist OC Linux

CI/IMyJ'[HTOp Ha KJIMEHTCKOM KOMIIBIOTEPE MOKHO OCTAHOBUTDH Y€PE3 CUCTEMHOC MCHIO UJIK YE€PE3 PACIOJIOKCHHYIO Ha

JECKTOIIE UKOHKY «Stop simulation».

Ecnu xe BB mocTaBWIA CEPBEP WM YIJAJICHHYIO 6OTCTaHLII/IIO, TO JIA OCTAaHOBKHM CHCTEMbI HAJ0 6yz[eT OCTaHOBUTH

cepBuUC 114 jboss'a.

Cay4ai pacnpocTpaHeHssi B BU/ie HCIIOJTHUMBIX (DailJIOB java-MallluHbI WJIH B
BHJIe HCXOHBIX KO0OB

Mepeiiaute B manky $JBOSS_HOME/bin.

B cnydae onepaumoHHO# cructeMbl «Windows» BBIIIOJHUTE:

shutdown.bat -S

B cnydae onepannoHHOM ciucTeMbl «Linux» BBIIONTHUTE:

shutdown.sh -S




RunaWFE. PykoBoACTBO 1O yCTaHOBKE W KOH(UTYPUPOBAHUIO.

Kak BoiiTu B cucremy.

Ortkpoiite web-Opay3sep 1o azgpecy http://<servername>:8080/wfe

3meck <servername>- anpec cepBepa. [Ipm ycranoBke RunaWFE Ha JOKandbHBIM KOMIIBIOTEp HAgO 3aMEHUTHb

<servername> Ha localhost (otkpoiite anpec http://localhost:8080/wfe [8])

3ameuanue. B ciyvae onepaumonnoii cucrems! AltLinux 4.0 opt 8080 3aHAT CUCTEMHBIMU CITy)KOaMH, TIO9TOMY B
9TOM CITy4ae UCTOb3yeTcs aApyrou mopt (cM. paszgen «Kak ycranoButs RunaWFE»). Kak mpasuio, ato mopt 28080.

T.e B cmyyae OC AltLinux otkpoiite web-0pay3ep mo aapecy http://<servername>:28080/wfe

3ameuanue. B  ciysae  ucnosnp3oBaHus — nporokosa  SSL Hamo  ucmons3oBaTh  Ipyroil  ajpec:
https://<servername>:8443/wfe

Bpay3ep noykeH nmokasarh CTpaHHILy BBOJIA JIOTHHA U MAPOJIsl MOJIb30BATENSI.
JIOruH 1 MapoJib aIMUHICTPATOPA CUCTEMBI (10 YMOJTYAHUIO):

Jlorun: Administrator

Mapois: wf

(B soruHe 1 naposie HeOOXOUMO YUUTHIBATH PETUCTP)

3ameuanue.  Daiiibl,  COOTBETCTBYWOIME  JEMOHCTPAIIMOHHBIM  MpOLIECCaM,  HAXOAATCS B [alke
$DIST_ROOT/samples.

3anyck u koH(uUrypupoBanmue 60TOB.

Hacrpoiika Bcex 0GOT-cTaHIMi ¥ OOTOB NPOM3BOAWTCS B MeHIO «BOT craHmmm» ocHOBHOro MeHi0 web mHTepdeiica.
IMomp30BaTes UMEET JOCTYH K MeHIO «BOT cTaHIMM», €ClIM y Hero ecTh NpaBa Ha 4TeHue 0oT-cTaHuuid. Ecim npas Ha
YTeHne OOT-CTaHIMH y TOJIb30BaTesIsl HET, TO MYHKT MeHIo «boT craHmmm» B web uHTepdeiice mosb3oBatess Oyaer
OTCyTCTBOBaTh. JlIsi W3MEHeHMsT HACTpoeK OOoT-CTaHIMH HeoOxogumo uMeTh TmpaBa «KoHdurypuposaTh

OOT-CTaHLINIO».

Kondgwuryparmmsa RunaWFE cepsepa, mocraBiisiemasi Mo YMOYaHUI, COAEPKUT ofHy OoTcTaHImio (localbotstation) u
JBYX OOTOB, KCIOJIb3YEMBIX B JIEMOHCTPALIMOHHBIX Tporieccax. [Jisi BBITOMHEHMsI 3a/1aukl Mpoliecca npeaHa3sHauYeHHON

60Ty, Ha 6OTCTaHL[I/II/I 3aIlyCKacTCA O6pa6OT‘II/IK, COOTBeTCTByIOHII/Iﬁ HJaHHOMY 60Ty n HaHHOﬁ 3aJayvc.

B ciyuae ncrionb3oBanus 00paboTIMKOB OOTOB, HE BXOJSIIMX B CTaHAAPTHYIO noctaBKy RunaWFE, u Haxogsmmxcs B
jar daiine, He BXOJAIIEM B MOCTAaBKY, HEOOXOIMMO 100aBUTh HOBBIN jar B apamerp wfe.bots.jar.filename (Haxomutcs
B (paiie common_settings.properties). VMimMena jar ¢aiijloB JOKHBI OBITH pasieneHbl CHMBOJIOM <«». B web
uHTepdeiice 60TOB B KOJOHKE 00pabOTYMKOB OYIyT OTOOpPAXKaThCsl TOJIBKO OOpPaOOTYMKU, KOTOpbIC HAlIeHHI B jar

(paiinax, nepednceHHbIX B cBoMcTBe Wfe.bots.jar.filename.

3anyck 1 OCTaHOBKA 00TOB B padoTaloleil cucreme

Ha crpanune «bot cranuim» web nHTepderica BHIOSPUTE HHTEPECYIOIIYI0 BaC OOT-CTAaHLIMIO U, IPEPE s IO CChUIKE C
UMeHeM OOTCTaHIIMHY, Bbl OKQXHUTECh Ha CTPAHHILIE C OCHOBHOI MH(OpMaIueil o BbIOpaHHO# OoT-cTaHimu. B cekiyn
«Craryc 60T-CTaHIMU» MOXKHO Y3HaTb, 3allyLlIEHHA JIU OOT-CTaHLIMS U MepHOJUYecKast akTUBalus 00ToB. [is 3amycka

WM OCTAaHOBKHM NEPHOJUYECKON aKTUBALK O0TOB, HEOOXOIMMO HaKaTh Ha KHOIMKY B ceKLUU «CTaTyc OOT-CTaHLUI».

ITpoBeputh craTyc GOT-CTAaHIIMKM U 3aMYCTUTh WM OCTAHOBHUTH MEPUOIMYECKYI0 aKTUBALMIO OOTOB MOXHO TaK-ke C
UCTIOJIb30BaHWEM Habopa yTwiuT adminkit, KOTopble MO yMOT4YaHMIO HaxoAsaTcsi B jboss-root/adminkit. B caiine
adminkit/bot_delegate.properties HeoOXOOMMO HACTPOUTH ajJpec OOT-CTaHIMH, C KOTOPOW OyOyT HMpPOWU3BOJMUTHCS
JericTus (M3MEHUB MapaMeTp ru.runa.bot.delegate.remote.provider.url.default). ITo ymomuanuio adminkit HaTpoeH Ha
B3aMMOJICHCTBHE C OOT-CTaHIMEH, 3anyleHHOH Ha JIOKIbHOW MamumHe. [Iisi mpocMoTpa craryca NMepHoJuYecKon

aKTHBaIMK OOTOB HEOOXOAMMO BHINONHUTH KomaHay adminkit/bot-invoker.bat status. J[jist 3amycka WM OCTAHOBKU



http://localhost:8080/wfe
http://localhost:8080/wfe
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MEepUOIMYECKON aKTHBAlMM OOTOB HEOOXOAMMO BHIMOMHUTH Komanay adminkit/bot-invoker.bat start (stop

COOTBETCTBEHHO).

3ameuanue. Bbi3oB 60TOB B cucTeMe MOXeT ObITh HesIBHBIM. IIporiecchl, cogepskamiye 3aaHusi 4jisi O0TOB, MOTYT
BoI3bIBaTh BotlnvokerActionHandler mpu mnpuxone ympasieHHss B COCTOsiHHME, TpeOyiollee BBI30OB OOTOB ISt
BBHITIOJIHEHUsI 3ajaHus. Torma BeI3OB OOTOB OyleT NpPOM3BEICH HESIBHO, BHE 3aBUCMMOCTH OT TOTO, 3allylieHa

NEepruoaAnYIECKas akTUBAN OOTOB MM HET.

JlobaBJjieHHE U yaJieHne 00TOB

g mobGaBiieHus 00Ta B OOT-CTAHLMIO CHayaja HEOOXOOUMO CO34aTh IOJIL30BaTesIsl B CUCTEME ¢ UMeHeM Oota. O
CO3/JIaHMM TI0JIb30BaTeIell CM. PYKOBOJICTBO aMUHHCTPATOpa. 3aTeM MepeiinTe Ha CTpaHuily ¢ MHMOpMaIed Mo
0OT-CTaHIMU W TepeiauTe Mo cchlike «JloGaButh Gota». Ha crpanmie moOaBieHus OoTa HEOOXOAUMO BBIOPATh
COBJIAHHOTO [UTs1 6OTa TIOJIb30BATENsT M YKa3aTh €ro napois. [locte qodasierns 60Ta, CIIMCOK 3a/1ad Ul JAaHHOTO 60Ta

OyJeT IMyCTHIM.

st ynanenust 60ota U3 OOT-CTaHIMU NeperiuTe Ha CTpaHMIy ¢ WHGOpMAalUen Mo GOT-CTaHIIMK U OTMETHTE TaJIOUYKU
HAMPOTHB YAAISIeMBIX OOTOB, TIOCIIE Yero HaXMHUTE Ha KHOIKY «Y JaluTh». BOTH OyIyT yoajeHsl BMECTe CO BCEMU

CBOMMMU 3aJJa4aMM.

H3meHeHne napamMeTpoB 00TOB

Jna u3MeHeHus mapaMeTpoB 0OoTa HEOOXOAMMO BbIOpaTh H3MeHseMoro OoTa Ha CTpaHule UHpOpMauuu IO
00T-CTaHIMY, NIepeias 10 CChUIKE ¢ MMeHeM OoTa. M3MeHeHne napaMmeTpoB 00Ta MPOUCXOIUT B ceKuuu “TlapaMeTps
6ota”. Ilocne Haxarus Ha KHONKY “[IpUMeHHTH” HOBBIE MapaMeTpbl BCTYIAT B CHJIy HeMemJIeHHO Oe3 Iepesamycka

CUCTEMBI 1 6y,[IyT HCIIOJIb30BAHbI IIPU OYCPEIHOM BbI30OBE 60TOB.

N3menenne koncurypamuu o6padoTInKoB 00TOB

IMepeiinute Ha crpaHuly WH(pOpPMaLMKM 00Ta, KOH(PHUIYpanuio KOTOPOro HEOOXOAMMO W3MEHWTh. VI3MeHeHue

KOH(l)I/IpraIII/II/I BO3MOJKHO CJICAYIOIIUMU IMyTAMUA:

* 3arpyska npeiBapUTeIbHO HAIMCAHHOTO (haiia KOH(UTYpaLiy C UCTIOIb30BaHIEM KHOIKU «Browse» HanpoTus
3a7aHus, Ul KOTOPOro MeHseTcst KoH(Urypauus. 3aTeM Hy)KHO HaXaTb KHOIKY «[IpUMEHUTb» BHU3Y CTPAHMIIBL.
* Ccpuika «PeakTpoBaTh» HAIPOTUB 3aJaHUS, AJ1s1 KOTOPOro MEHAETCA KOH(UTYypaLys O3BOJIUT OTPEIaKTHPOBATh

TeKyIlyo KoHurypanuio. [[jis KoppeKTHOW paboThl HEOOXOAMMA MOJJIEPKKA javascript co CTOPOHBI Opay3epa.

Ecnu HYXXHO YJaJIUTh 3aJaHHE, TO HCO6XOHI/IMO CHATD TaJIOYKYy HAIIPOTHUB YAAIAEMOIO 3aJaHUA U HaXaTb Ha KHOIIKY

<<HpI/IMeHI/ITI)» B CCKIIMHN <<3aHaHI/IH>>. ITocne sToro YAQJIECHHOE 3aJaHUE NCUYE3HET U3 CIIMCKa 3aHaHI/Iﬁ JJIA oora.

Eciu HeoOX0quMO co31aTh HOBOE 3aJaHue i 00Ta, TO HEOOXOAUMO TEePENTH Mo cchuike «[lo6aBuTh», OC/E Yero y
6ora mosiBUTCS HOBoe mycToe 3ajanue. HoOxomumo BBectn 3amanue, OOpaboTYMK M KOH(UIypaLuio JUis

00paboTUHKa.

ITocne HaxaTus Ha KHOIIKY “HpI/IMeHI/ITL” HOBBIC IMTAPpaMETPhbI BCTYIIAT B CUJIy HEMEAJIEHHO 0e3 nepe3aryCcka CUCTEMbI 1

OyIyT MCIOJIb30BaHBI IPY OUYEPETHOM BBI30BE OOTOB.
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Hacrpoiika 6oT-cranmuu Ha cepBepe RunaWFE

Cepsep RunaWFE Bkiouaer B ce6s1 60T-craniuio. [jisi HACTPONKM UMEHHU M MapoJisi O0T-CTaHIMH, 3aJaH1sI KOTOPOH
OynyT BBIIONHATBCS B JaHHOM cepBepe RunaWFE wucnonb3yercst caiin botstation.xml, Haxopsiuiics B
jboss-root/server/default/conf/bot. Attpudytsl login u password 3iemeHTa botstation 3agaloT uUMs M Tapoib
BbITIONIHSIEMON OoT-cranimu. [lomanement thread-pool-size 3a/1aeT KOJMYECTBO MOTOKOB, B KOTOPBIX BBIOIHSIOTCS

OOTBL.

Ilo ymomuanmio Ha cepBepe RunaWFE Hactpoena Oot-cranmus localbotstation. lns 3amycka RunaWFE ¢

yIaIeHHbIMUA OOTCTAHIUAMYU HEOOXOJUMO:

 Tlpu ycraHOBKe ylaleHHON OOTCTaHUIMK YKa3aTh UMsI CepBepa U MOPT, Ha KOTOPoM paboTtaet ocHoBHOM RunaWFE
cepBep

* Ha ocroBHom RunaWFE cepBepe co3/1aTh HOBOT'O MOJIb30BATENsI C UMEeHEM OOTCTAHIMU B KAYECTBE UMEHH
nosp3oBaTestsi. IMsi MOXHO 3a1aTh POU3BOJILHOE.

* Ha crpanuiie 60T CTaHIIMKM HAXaTh Ha CChUIKY «[]00aBUTh GOTCTAHIIMIO» 1 BBIOPATh B CIIUCKE TOJIb30BATENEH
TMoJIb30BaTeNsl ¢ UMeHeM OoTcraHimu. [lanee HykHO ykaszath url, o Koropomy OyIeT JOCTyIHA yAaleHHas
6orcranums. Hanpumep: jnp://remotebotstationhostname: 1099 1

» Ha cepBepe ynanenHoi 6oTcranimu B jboss-root/server/default/conf/bot/botstation.xml HykHO IponMcaTh UMst 1

apoJib OJIb30BATCIIsA, CO3AAHHOTO JIA ,[IaHHOfI yI[aJIeHHOfI 6OTCTaHI_[I/II/I Ha OCHOBHOM CeEpBEpPE.

Hactpoiika ayrenTuduxkanum

Hactpoiika NTLM ayrentudpuxanumn

NTLM ayteHTu(UKaMsA MO3BOJAET HCIHOJIb30BaTh JaHHBIE aKKayHTa MOJb30BaTelsl, 3aperMCTPUPOBAHHOTO B
Windows momene, mns ayreHtudukanum Ha cepepe RunaWFE. [l HACTpPOWKM 3TOro THIA ayTeHTU(DHUKAIIH

HEOOXO0IUMO:

» no6aButh NTLM login momyss B dpaitn $DIST_ROOT/server/default/conf/login_module.properties. Harpumep,
ru.runa.af.authenticaion. NTLMLoginModule=SUFFICIENT

» Hacrpouts umst fomena B daiine $DIST_ROOT/server/default/conf/ntlm_support.properties. ycraHoBuTe
3Havyenue nepemenHor domain= YOUR_DOMAIN_NAME

» Hacrpouts umst fomena B daiine $DIST_ROOT/server/default/conf/ad_password_login_module.properties
YCTaHOBWTE 3HAUYEHHE NepeMeHHoH ru.runa.af.active.directory.damain.name=Y OUR_DOMAIN_NAME

*  Brumouuts nopaep:xkky NTLM B atom xe ¢aitne. Hanpumep, ntlm_supported=true

3aiins Ha cTpaHMLly cepBepa, rie ycraHoieHa cuctemMa RunaWFE mo ccbuike http://<servername>/wfe/ntlmlogin.do
TMI0JIb30BATEH, 3APETUCTPHPOBAHHBIE B YKA3aHHOM JJOMEHe M MMelollye MpaBa Ha Bxoq B cuctreMy RunaWFE, npoiinyt

ayrentudukanmo. (NTLM ayreHtudukanms Moxer takxe padorars nosepx HTTPS)

I[anee HCO6XO)II/IMO BPYUYHYIO (I/IJ'II/I Ipy NOMOIIU AAIMUHUCTPATUBHOI'O CKpI/IHTa) )106aBI/ITI) HCIIOJIHUTENIEN U3 JOMCHaA B
CUCTEMY (BCGM 9TUM IOJIb30BATCJIAM TAKXKE HaAO [daTb IIpaBa Ha JIOTMH B CI/ICTCMy). HOHL3OB21TCJII/I,

3apeructpupoBaHHbie B Windows omeHe, HO He 3apeructpupoBanHble B RunaWFE ne cmoryt Boiitu B RunaWFE.

Hns otkmodenus nogaepxkku NTLM pocrarodyno oTkmounth nogaepxkky NTLM B ¢aiine ntlm_support.properties,

nponucas ntlm_supported=false.

IMocne uzmenenus napamerpoB NTLM HeoOX0IMMO Heperpy3uTh cepeep.



http://localhost:8080/wfe/bot_station.do?botStationID=1
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HacTtpoiika Kerberos ayrenrucukanuu.
3ameuanue. B HJaHHOM pa3sziejie BCE UMEHA U IPUHIUIIAJIBL oJIb30BaTelied U CEPBEPOB case-sensitive.

Co3pmath gomeHHOro moinb3oBatenss (HazoBeM ero <<WorkflowUser>>). OTKpBIB CBOWCTBa MOJIB30BATENS
<<WorkflowUser>> ycranoButs ¢aaxok 'HcnomszoBate DES mmdppoBanue'. [locine ycraHoBKM (praxka

HEOOXOAMMO CMEHHTH moJb3oBaTemo <<WorkflowUser>> nmapob (st Toro, 4ro 0bl apoib Obu1 3ammgposan DES).

[Ipeanonoxum, dYTO MBI HaxoauMmcss B jaoMeHe test.com, workflow cepBep HaxomuTcsi Ha KOMIbIOTEpe
wfserver.test.com, a  default_ realm B  krbS.ini ycranonen B TEST.COM  (Ilpumep  daiina
trunk\wfe\resources\windows-server-configuration\winnt\krb5.ini - moxudunumpyiire ero). Ha Workflow cepsepe n
KJIMEHTCKUX MalllMHaX HEOOXOAMMO CO3/1aTh/0TpeakTHpoBath ¢aiin koHpurypamuu Kerberos krb5.ini. ®aiin krb5.ini

JOJDKEH HaXOJUThCS B AOMalHel rnarnke Windows.

O0s13aTenbHO ClieyeT yKa3aTh B KauecTBe alrTOPUTMOB MIM(POBAHUS ClIeIyIOIIHe:

[libdefaults]

default_tkt_enctypes = des-cbc-md5 des-cbc-cre des3-cbe-shal

default_tgs_enctypes = des-cbc-md5 des-cbc-cre des3-cbe-shal

permitted_enctypes = des-cbc-md5 des-cbe-crc des3-cbe-shal

HetansHoe onmcanue aitna kondurypamm Kerberos: http://web.mit.edu/kerberos/www/krb5-1.4/krb5-1.4.3/

doc/krb5-admin/krb5.conf %!

B panpHeiiiiieM HaM TMOHAMOOSATCS YTHJIMTHL setspn M Ktpass, KOTOpble MOTYT OBITh CKayaHbl C caiTa microsoft B

cocrtaBe Support tools. Vimu Hy’KHO BOCIIOJIb30BaThCsI HA KOHTPOJUIEPE JOMEHA.

Cozpaem SPN (ucnons3yercst Tobko 111 ayreHTrdukanmm no Kerberos uepes web unrepdeiic):

setspn -A HTTP/wfserver.test.com@TEST.COM TEST\<x<WorkflowUser>>

ktpass -princ HTTP/wfserver.test.com@TEST.COM -pass <<mapomb s WorkflowUser>> -mapuser

TEST\<<WorkflowUser>>

, rae TEST — NetBIOS nms.

INocnennss komanaa MoxeT Bb3BaTh npenynpexaeHne «WARNING: pType and account type do not match. This

might cause problems», KOTOpoe MOKHO UTHOPHUPOBATH.

B ¢aiinax  server/default/conf/kerberos_module.properties u  kerberos_web_support.properties  3aMeHsieM

WFTestUser u HTTP/alcomputer Ha HTTP/wfserver.test.com (s java 1.5) unu <<WorkflowUser>> (s java 1.6).

Ha wfserver.test.com HeobxomumMo co3aath keytab daiin (¢ momompio ktab 13

JAVA_HOME/bin):

e Jlna Java 1.5: ktab -a HTTP/wfserver.test.com@TEST.COM <<naposb gt WorkflowUser>> -k <<Mwms/myTs
coznmaBaemoro keytab ¢aitma>>

e Jlna Java 1.6: ktab -a <<WorkflowUser>>@TEST.COM <<napoisb a1 WorkflowUser>> -k <<Hms/myTb

coznmaBaemoro keytab ¢aitna>>

Ha cospmannsni keytab caiin gomkHO yKaseBaTh cBouicTBO keyTab B (paitmax kerberos_module.properties u
kerberos_web_support.

st KOppeKTHOW paboThl KJIMeHTa-onoBelnarens (rtn) Heooxomumo B daiine kerberos_module.properties,
HaxoJsIIeMcs B Marke rtn yCcTaHOBHUTH TOT ke serverPrincipal, uro nu Ha RunaWFE cepgepe (OnHOMMEHHOE CBOHCTBO

B kerberos_module.properties Haxogsmemcs B jboss-root/server/default/conf).

B 3aBucMMOCTH OT Bepcuu java He0OXOIMMO TaK ke TIOMeHATh IpeduKc cBoiicTBa appName BO BCeX MEPEUUCIIEHHBIX

BHIIIIE properties (paiimax:

» appName=com.sun.security.jgss.* s java 1.5 u

» appName=com.sun.security.jgss.krb5.* qns java 1.6.



http://web.mit.edu/kerberos/www/krb5-1.4/krb5-1.4.3/doc/krb5-admin/krb5.conf
http://web.mit.edu/kerberos/www/krb5-1.4/krb5-1.4.3/doc/krb5-admin/krb5.conf
http://web.mit.edu/kerberos/www/krb5-1.4/krb5-1.4.3/doc/krb5-admin/krb5.conf
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Hacrtpoiika ayrenrucpukamuu ¢ ActiveDirectory (LDAP)
1. Hepeirmure B $(DIST_ROOT)/server/default/cont/

2. Ortkporite login_module.properties, ycTaHOBUTE 3HaYEHUE TIEPEMEHHOI
* ru.runa.af.authenticaion. ADPasswordLoginModule=SUFFICIENT
1. Orxkpoiite ad_password_login_module.properties, ycTaHOBUTE 3HAUEHUE TTEPEMEHHBIX

* ru.runa.af.active.directory.server.url=ldap://<your.domain.ip.or.name>
* ru.runa.af.active.directory.damain.name=<YOUR_DOMAIN_NAME>

I[anee HCO6X0,I[I/IMO BPYYHYIO (I/IHI/I py NOMOIIU AAMUHUCTPATUBHOI'O CKpI/IHTa) ,[[O6aBI/ITL HCIIOJIHUTENICH U3 JOMECHA B

CUCTEMY (BCGM 9THUM IIOJIb30BATECJIAM TAKXE HaJO0 JaThb IpaBa Ha JIOTMH B CI/ICTeMy).

OTKJIIOYHTD HCII0JIb30BAHUEC AD JJ1A ayTeHTI/ICl)I/IKaL[I/II/I MOXHO B

$DIST_ROOT/server/default/conf/login_module.propertics 3akOMMEHTHPOBAB COOTBETCTBYIOIIYIO CTPOKY.

Hactpoiika padoThI ¢ 6a30i JaHHbIX.

Pa6oTa ¢ 6a30ii JaHHBIX 10 YMOJTYAHHIO.

ITo ymonmuanuio B cucteme OyJeT MCIOIB30BaThes cepep 0a3 maHHbIXx HSQL. OngHako cucteMy MOKHO HACTPOUTD U
Ha jpyrue cepBepa 6a3 manHbix: MySQL, MS SQL Server, Oracle u t.n. IlpuBenem mpumepbl HacTpOWKU

HOIKIIIOYEHHS K cepBepy 0a3 qaHHbIX B cirydae MS SQL Server'a u MySQL cepaepa.

Hacrtpoiika Ha BHenTHy10 0a3y JaHHbIX (Ha nmpumepe MySQL)

1. Tlomecrure jdbc apaiiBep mist 6a3wl qanueix B nanky $DIST_ROOT/server/default/lib (B ciyuae mysql ato
mysql-connector-java-5.0.8-bin.jar)

2. Cospaiite KOH(pUTYpaMOHHBIN (haiin nctouHnKa TaHHbIX (Data Source) miis cepsepa npuioxennit JBOSS B
narike $(DIST_ROOT)/server/default/deploy (Hanpumep, mysql-ds.xml) u HacTpoiiTe ero Ha 0a3y JaHHBIX
(mprmep (paiiza cMOTpHTE Jasee).

3. B manke $(DIST_ROOT)/server/default/conf/ orkpoiite (aiin hibernate.cfg.xml u u3mMeHHUTE B HEM CBOWCTBO
dialect Ha auanekt Ga3bl JaHHBIX ( B ciyyae MySQL sto org.hibernate.dialect. MySQLDialect).

(<property name="dialect">org.hibernate.dialect. MySQLDialect</property>).

Taxxke m3MeHure cpoiictBo hibernate.connection.datasource Ha HMMs HCTOYHHMKA JAHHBIX, KOTOpPOE BBl BBEJIU B

KOH(UTYpaLMOHHOM (paiisie ICTOYHHUKA JaHHbIX.

[Tpumep KoHDUTYpaLIOHHOTO (haiiia HICTOYHMKA JAHHBIX:
<?xml version="1.0" encoding="UTF-8"7>

<datasources>

<local-tx-datasource>

<jndi-name>mysql-ds</jndi-name>
<connection-url>jdbc:mysql://Yourlp:3306/DEMO_WF_DB?

UseUnicode=true&characterEncoding=UTF-8</connection-url>
<driver-class>com.mysql.jdbc.Driver</driver-class>
<user-name>yourusername</user-name>

<password>secret</password>
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</local-tx-datasource>

</datasources>

Onucanue cucTemMsl JIOr HPpoOBaAHUA

Jloru B cucreme RunaWFE BenyTcs npu nomornu cuctemsl jJorupoBanus log4j (http://logging. apache. org/log4j
[11]
).

Hacrpoiiku «1mo ymomdanuio» log4j B cucreme RunaWFE obecnieunBaror ciemyioree:
I'enepupyembie WE-cuctemoit Jior-gaiiel Haxonstes B nanke $DIST_ROOT/server/default/log
Ienepupytorcs cnenyrorye (haiiisr:

* boot.log — uHpopmauus o 3arpyske

* server.log — OCHOBHBIE JIOTH, TeHEPUPYEMbIE BO BpeMsl pabOThI CUCTEMBI

Framework log4j ni1st WF-cuctemsl HactpauBaetcs B (aiine $DIST_ROOT/server/default/conf/jboss-log4j.xml

Hacrtpoiika SMTP siornmpoBanus
HJ'[H BKJIIOYEHHA BO3MOKHOCTH IOJy4aTb J'IOI“-COO6H.ICHPI$I I10 IIo4Te HCO6X0)II/IMOI

1. Job6aButh npuemipka (appender) SMTP cooOmenuit

2. AccouuupoBath IpHEMILIIKA C HEOOXOAUMBIMU KaTErOPUsIMH COOOLICHHUI

IMpuemimk SMTP coobrieHnii foOaBIsETCs CAeAyINUM (PparMeHToM KOH(UTYpaIllMOHHOTO haiiia
<appender name="SMTP" class="org.apache.log4j.net. SMTPAppender">

<errorHandler class="org.jboss.logging.util.OnlyOnceErrorHandler"/>

<param name="EvaluatorClass" value="ru.runa.log4j.AnyMessageTriggeringEventEvaluator"/>
<param name="To" value="user@runa.ru"/>

<param name="From" value="nobody @wf.runa.ru"/>

<param name="Subject" value="JBoss Sever Errors"/>

<param name="SMTPHost" value="rm_exchange.runa.ru"/>

<param name="BufferSize" value="128"/>

<layout class="org.apache.log4j.PatternLayout">

<param name="ConversionPattern" value="[%d{ ABSOLUTE},%c{1}] %m%n"/>

</layout>

</appender>

HacrpanBaemsie mapameTpsl:

* EvaluatorClass — k1acc onpeaessionyil OJUTUKY OTCHUIKHM JIOTOB, TMOJIMTHKA 0 YMOJTYaHUIO — KEIIMPOBAHUE
BCEX MPUHSTBIX COOOIIEHHI 10 MOsIBIIeHUs tepBoro coodmenus ¢ yposHeM ERROR, mociie sToro Bee cooduieHust
OTCBIJTAIOTCA 1O HA3HAYEHMIO M OYepeb OUMINaeTCs. YKa3aHHbIA B ipuMepe evaluator class —
AnyMessageTriggeringEventEvaluator oTchizaeT cooOIeHusl cpasy Mo Mepe UX MOCTYIICHHUS, HE3aBUCUMO OT X
ypoBHs. (AnyMessageTriggeringEventEvaluator mocraBisiercst oTaenpHo B apxuBe log4j-extra.jar)

* To — nonyyaeress micem

* From — ornpaButesns nucem (cojep:xaHue nosst From B OTChITaeMOM IHChME)

* Subject — Tema nriceM (cozep:kaHue noJisi Subject B OTChUIAEMOM MUChME)

* SMTPHost — M1 XocTa Yepe3 KOTOPBIN MPOUCXOAUT OTCHUTKA IHACEM
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» BufferSize — nuiHa ouepenu coobrenuii (o ymosryanuio 512). Ipu JocTrkeHNs TMMHUTA OYEePEaN CaMble CTapble
COOOIIEHNS B OYEPe/IN 3aMEHSIOTCS] Ha HOBBIE

 errorHandler — o6padoTunk cooOmieHuid. YKazaHHbIH B ipumepe error handler siorupyeT ToJIbKo rnepsoe
coOo0IIEeHNH, BCe TIOCTIEAYIONIYE TOYHO TaKue Xke COOOIEHHH (C TeMH ke aTpudyTaMu COOOIIEHHsT) OTOPachIBAIOTCS

* layout — onmcanue hopMaTa OTCHUIAEMBIX COOOIICHHI

AccounnpoBaTh NPHEMILUK C KATETOPHUEH MOKHO CIIEIyIOIM 00pa3oM:

17151 OOBIYHOM KaTeropuy JoOaBUTh CCBUIKY Ha MPUEMILMK B ONMCAHUe KaTerOpyy, HalpuMep:
<category name="ru.runa">

<priority value="DEBUG"/>

<appender-ref ref="SMTP"/>

</category>

rae SMTP — ums npueMIyka onrMcaHHOTO paHee;

17151 KOPEHHON KaTeropuu 100aBUTh CCBUIKY B OIMCAHWE KOPEHHON KaTeropuy, HarpuMep:
<root>

<appender-ref ref="SMTP"/>

<appender-ref ref="FILE"/>

</root>

Hacrtpoiika Event Viewer jiorupoBanust
J1st HacTpoiiku torupoBanus coodmennii B Windows Event Viewer HeoOxoaumo:
1. Hob6asuth npuemiuka Event Viewer coo0iieHuit

1. AccoruupoBath NMPUEMINUKA ¢ HEOOXOIUMBIMU KATETOPUSMHU COOOIICHHI
2. Tlomecrutsb nocrapisiemyio oraenpHo oubnuoreky NTEventLogAppender.dll B cuctemMHble TyTH (IIyTH IOCTYIHbBIE

Jepe3 nepeMeHHylo okpy:xenus PATH)
Ipuemmmk Event Viewer cooOuienuii 1obaBseTcs ciaeayonmm pparMeHToM KOH(pUTYpalMoHHoro daiiia
<appender name="NTEventViewer" class="org.apache.log4j.nt. NTEventLogAppender">
<errorHandler class="org.jboss.logging.util.OnlyOnceErrorHandler"/>
<param name="source" value="RunaWFE"/>
<layout class="org.apache.log4j.PatternLayout">
<param name="ConversionPattern" value="%d{ISO8601}: [%t] %C{1}, %p, %c: %em%n"/>
</layout>
</appender>
HacrpauBaemble napameTpsi:
* source — UCTOYHMK COOOIIIeHHIT oToOpakaeMbiii B Event Viewer
» errorHandler — cm. onucanue 3toro napamerpa B onucanu SMTP npuemiuka
AccolunpoBaHie NpUeMIIMKa ¢ KaTeropusAMH OCYIIECTBIIsAETCA Tak ke Kak U anst SMTP npuemiuka.

[pueMimKky cooOIIeHHH MOCTaBIsIeMble ¢ KOH(UTYpalyel 10 yMOJTYaHUIo
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appender  Kpatkoe onucanue
FILE DTOT NPUEMIIIMK COOTBETCTBYET (haiiny server.log

CONSOLE 2toT npueMIMK HanpapJsieT COOOLIEHNsI Ha KOHCOJb CepBepa MPUIOKEHUI

JIpyrue HacTpoONKM.

YnpasJjieHne nepeHocoM JIOroB jbpm [17isi 3aBepIIeHHbIX MIPOLECCOB 0
TA0JIHIIAM.

B nessx onTUMHU3aly MPO3BOAMTEIILHOCTH CUCTEMBI JIOTH [UISl 3aBEpPIISHHBIX MPOLIECCOB MEPEHOCATCS U3 OCHOBHOM
TaOJIHILIBI JIOTOB B CHELMAIBHO CO3[aHHble TaOUIbl. DTO MO3BOJISIET U30€kKaTh YPE3MEPHOro pocTa TabJIUIIBL C JIOraMU
W TOBBIIIACT MPOU3BOIUTEIBHOCTh CHCTEMBl. 3a TEpPUOAMYHOCTh MepeHoca JIOTOB OTBEYaeT MapameTp
ru.runa.wf.logrotation.period B wf_logic.properties. Ilo ymonuanuio nepuos nepeHoca COCTaBisieT 5 MUHYT (TO eCTh
KaXxJaple 5 MHHYT CUCTeMa NpOBepsieT HaJlMuue JIOroB, TPeOYIOIIMX IMepeHoca, W MEepeHOCUT UX). B ciyuae
HeXeJIaTeJIbHOCTU TIepeHoca JIOroB B padodee BpeMs (KeJaTeJbHO NPU 3TOM OPraHW30BaTh INEPEHOC JIOTOB B
Hepaboyee BpeMms) [EPUOOMYECKMI MEpeHOC JIOrOB MOXeT ObITh OTKJIIOYEH YCTaHOBKOHW MapaMerpa

ru.runa.wf.logrotation.period B oTpuiiatensHOe 3HAYEHHUE.

Ioaaepkka «CHJIbHBIX» MapoJen

):[J'[H YCWIEHUA 3alllMuTbl CUCTEMBI MOXKHO HAJIOXKUTL OIpaHUYCHUS Ha MapoJik roJib3oBaresiell cucrembl. Eciu
OIIPEACJICH MMapaMeTp strong.passwords.regexp, TO BCE 3aBOAMMBIC ITIApOJIA oJIb30BaTeei JOJIKHBI COOTBETCTBOBATh
PETYJIAPHOMY BBIPpAKCHUIO, 3aJaHHOMY B IapaMeETpe. Ecmu napoJjib HE OTBEYACT TpC6OBaHI/IHM 6C3OH8.CHOCTI/I, TO

CMCEHaA MMapoJid Mpon3BeACHA HE 6y,II€T.

YnpasJjienne noJisivu npecTaBjieHAil

[Moss mpeACTaBiIeHU, UCHIONB3YEMBIX HPH OTOOPAKEHUU CITUCKA OOBEKTOB HACTPAMBAIOTCS M MOTYT HAXOAUTCA B 3
cocrosiHusix: ENABLED, DISABLED u HIDDEN. ITo ymonmuanuio Bce nojist Haxonsrcsi B coctostnud ENABLED.

B cocrosauu ENABLED mone mnpencraBieHus oToOpakaeTcss B TaOJMIlEe TPUA PACKPHITHHA TPEACTABICHUA.

dunpTpalysi, COPTUPOBKA U IPYMIMPOBKA MO MOJIO JOCTYIHBI /Il U3MEHEHHS M0JIb30BaTeIeM U UMEIOT OXKUIaeMblii
apdexr.

B cocrosanu HIDDEN mnose mpeictaBieHuss He OToOpaxaercss B TaOJWIe TPH PACKPHITHU MPEACTABICHUS.
PunpTpanys, COPTUPOBKA U TPYIIIMPOBKA I10 TOJI0 HE JOCTYIHBI AJIS1 M3MEHEHH T0JIb30BaTesIeM HO UMEIOT 3(QeKT
B cucteMe. TakiM 00pa3oM, eciu B I0JIe Ha MOMeHT TepeBojia B coctosiane HIDDEN ycranoBnieHa ¢puibTpanusi, To
(pusbTpaLUs Mo MO0 MPOJOIKUT MPUMEHSIThCS TIPU OTOOpaxeHnH crucka o0bekToB. [oss B coctosinun HIDDEN
HanboJiee pPa3yMHO UCIIOJIb30BaTh B COEIMHEHUH C aBTOMATHUYECKUM MIPOCTABJIEHUEM CBOMCTB TOJISA JIJIs1 YCTaHOBIICHUST
OJIMHAKOBOTO BHJIa TIPEACTaBJIEHUs y BCexX moJp3oBaresneil. Eciu none HeoOXoAMMO TOIBKO yOpaTh U3 0TOOpakeHus,

41O OB OHO HE BJIMSIIO HAa CHCTEMY, TO Uctoib3yiTe cocrosiane DISABLED.

B cocrossanu DISABLED mone mnpejacTaBieHus: He OTOOpaxaeTcss B TaOWIle MPU PACKPHITHH IPEACTaBICHUS.
OuibTpanysi, COPTUPOBKA W TPYNIMPOBKA IO IOI0 HE JOCTYNHBI Ui M3MEHEHHs IOJb30BaTeeM M He HMEIOT
HHUKakoro 3gdexra B cucreme. TakuM 00pa3oM, eciv B Iojie Ha MOMEHT repeBoja B cocrosiHne DISABLED

yCTaHOBJIeHa (PUIIbTpaLus, TO (PUIBTPALIMS IO TIOJIIO He OyeT IPUMEHSThCS ITPU OTOOPAKEHUH CITHCKA OOBEKTOB.

CocrosiHue, B KOTOPOM HaXOJUTCs MoJjie 0ToOpaxeHus 3anaercs B (aiine presentationFields.properties. B caiine yxe
MIPOITMCaHBl 110 YMOJYaHUIO BCE IOJIsA, KOTOpble MOTYT OBITh HACTPOEHBI B CHCTEME, M YCTAaHOBJIEHBI B COCTOSIHHE
ENABLED.
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