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Chapter 1. About

1.1. Copyright Information

This document is copyright (C) 2004 by the various Scmbudrdmrtors who wrote it. It is licensed
under the GNU Free Documentation License.

Permission is granted to copy, distribute and/or modify this document tineléerms of the GNU Free
Documentation License, Version 1.1 or any later version published biyréreeSoftware Foundation; with
no Invariant Sections, no Front-Cover Texts, and with no Back-Coexts. A copy of the license is
included inAppendix B

Scmbug is free software, licensed under the GNU Generaldulokense.

This program is free software; you can redistribute it and/or modifydenthe terms of the GNU General
Public License as published by the Free Software Foundation; eithéoversf the License, or (at your
option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUTYWWARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTULAR PURPOSE. See
the GNU General Public License for more details.

You should have received a copy of the GNU General Public Licensg alith this program; if not, write
to the Free Software Foundation, Inc., 59 Temple Place - Suite 330,Bd4002111-1307, USA.

1.2. Disclaimer

No liability for the contents of this document can be acceépE®llow the instructions herein at your
own risk.

1.3. Acknowledgments

The excellentBugzilla Guide(http://www.bugzilla.org/docs/tip/html) served as ameple in
preparation of this document. Content and structural decirmlements were reused from this
guide. TheLDP Author Guidghttp://www.tldp.org/LDP/LDP-Author-Guide/html/indentml) also
served as a good example.

Development of this system benefited from invaluable insighSCM and bug-tracking issues,
along with feedback, from John C. Quillan, Mark S. Reibedy® Swegen, the Bugzilla developers,
and the Subversion developers.



1.4. Document Conventions

Chapter 1.

This document uses the following conventions:

Descriptions

Appearance

About

Warning

Hint
Note
Information requiring special attention

File or directory name
Command to be typed

Application name
Normal user’s prompt under bash shell

Root user’s prompt under bash shell
Environment variables

Term found in the glossary

Code example

Caution
Don't run with scissors!
Tip: Would you like a breath mint?
Note: Dear John...
Warning

Read this or the cat gets it.

filename
command
application
bash$
bash#
VARIABLE
cvs2cl

<para>
Beginning and end of paragraph

</para>

This documentation is maintained in DocBook 4.2 SGML format



Chapter 2. Introduction

2.1. What Is It?

Scmbug is a system that integrates software configuratioragement with bug-tracking. It is
implemented in Perl and has been successfully deployed dXUké and Windows systems. It is
pronouncedskamm-bag

2.2. Why Use An SCM System?

Those who do not use a software configuration management S@tem do not maintain a history
of modifications performed to their software. When bugs cieepeir software, they do not have
adequate information on how changes to source code camé abou

SCM systems, or even simple source code version contr@mgstmake sure that a record of all
changes and enhancements to the software is maintaineg pfdade a method of creating,
storing, and labeling software changes.

2.3. Why Use A Bug-tracking System?

Those who do not use a bug-tracking system tend to rely ordhiats, email, spreadsheets and/or
Post-It notes to monitor the status of defects. This proeeuusually error-prone and tends to
cause those bugs judged least significant by developersdmpeed or ignored.

Integrated defect-tracking systems make sure that notietgyswept under the carpet; they provide
a method of creating, storing, arranging and processingctieéports and enhancement requests.

2.4. Why Integrate SCM With Bug-tracking?

SCM systems maintain software changes. Bug-tracking isyssteaintain lists of software
enhancements and defects. By examining a log of softwamgesait is uncertaivhythe changes
occurred. By examining a log of defect reports, it is undentghatchanged in software in response
to the defects.

Integration of SCM with bug-tracking ties the reasehnya feature/defect was developed/fixed with
whatsoftware changes occurred in the SCM system to accompiish th



Chapter 3. Design

3.1. Goals

The goals of Scmbug are:

- To solve the integration problem once and for all

- Provide synchronous verification checks of SCM actionsregjdhe bug-tracking system.

- Provide a flexible architecture that can be deployed achespublic Internet with reasonable
security. Permit integrating repositories hosted by mlétSCM systems in separate networks,
against a single, publicly accessible bug-tracking sysfermuse with multiple mobile developers.

- Define an SCM to bug-tracking integration interface and raa@m that will permit integration

of any SCM system with any bug-tracking system.

- Integrate most popular free SCM systems, such as CVS, Ssibueand Git.
- Integrate most popular free bug-tracking systems, suchuggila and Mantis.

3.2. System Architecture

Scmbug is developed as a client/server solution. As showiiure 3-1 it consists of a set of SCM
system hooks that capture standard SCM events, a generimmism of handling these events on
the machine hosting an SCM repository, a server daemon dmitthwntegration requests
corresponding to these events are transported, a genecltamiem of handling these requests, and

functionality that can process these requests per bughigasystem.

Figure 3-1. System architecture.

loginfo,
verifymsg,

taginfo hooks
CVS —

Scmbug

commit-msg
—hook Integration
Git o Daemon
activity.pl TC
pre—commit, port 3872
post—commit
Subversion190ks

Bugzilla API:

globals.pl

CGl.pm
>

Perl

Mantis API

|

Tracker API

Test Director

OLE package

Bugzilla

Mantis

native Request

Request Tracker

Test Director

When various SCM events occur, such as committing softwaaagds or labeling a repository, they
are captured using hooks installed by Scmbug. Before theat's\ativity is allowed to proceed,
various verification checks are performed as describ&gution 4.4These checks are synchronous;

when an error is detected, the event’s activity is stopped.
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3.3. Related Systems

Scmbug is not original work. Most of the integration featuseparating it from related systems were
first conceived and implemented by John C. Quillan for CVSBngzilla. The distinguishing
features of his work are the synchronous nature of the vatidic checks, and ¥DD Generatortool
similar to the one described Bection 7.2His work was never publicly released. Scmbug attempts
to continue a redesigned, clean-room implementation afwoak, supporting a wider variety of

SCM and bug-tracking systems.

Other systems that integrate SCM with bug-tracking arerisest below. Along with Quillan’s
work, these solutions are unsuitable for certain developireevironments.

3.3.1. Bugzilla Email Gateway

SCM systems can integrate their actions with Bugzilla ugiegBugzilla email gateway. Hook
scripts installed in an SCM system can email the resultseéifstem’s actions to an email account
configured to parse the email and process it accordingly.xamgle of such a configuration is
available from Steve Mclintyre’shttp://www.einval.com/~steve/software/cvs-bugZ)llaeb page.

This approach is not synchronous. For example, if a usedaotally commits against the wrong
bug number, or a bug against which he is not the owner, the SGMm will proceed with the
commit action regardless, without giving the user the aptocorrect his actions. Additionally, if
the email gateway is not active, the developer will not be ediately aware that integration failed.

3.3.2. CVSZilla

Tony Garnock-JonesCVSZilla(http://homepages.kcbbs.gen.nz/~tonyg/) integratéd 8&nts
produced by CVS with Bugzilla. It also extends CVS to giveimehtary support to "change-sets"”,
or "transactions".

CVSZilla does not support integration of events producediyy SCM system in a generic way. It
modifies the Bugzilla schema and does not work with futursieeis of Bugzilla. Finally, it assumes
that the TCP port used by MySQL is accessible from the madiiséing the CVS repository.

The last assumption does not always hold true, especialgnatbug-tracking system is used to
track development of mobile developers (laptop users)ylingehe flexibility to work both locally
and remotely, on multiple projects, across different oizional units. Experience has shown that
this is a common scenario in organizations with limited ek, software, or labor resources, such
as an academic environment.

For example, imagine integrating CVS actions from a repogihosted on a personal laptop with a
Bugzilla instance that needs to be publicly accessible fitwarinternet. This same bug-tracking
system is used for collaboration with other mobile devetspé a different organization on a joint
project hosted on a third machine. Integration over theipuibternet is not possible without opening
the MySQL database port Bugzilla uses. Opening this pomigaessarily insecure, exposing
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access to other applications hosted on the same datab&se syse Scmbug daemon exposes the
minimum required integration interface between an SCMesysind a bug-tracking system.

3.3.3. Other Integration Systems

Commercial products concentrate only on integrating aqdar SCM system with a particular
bug-tracking system, in a proprietary way. They do not aptetm define a public SCM to
bug-tracking integration interface, and solve the integreproblem once and for all.

Scmbug is an effort for defining an SCM to bug-tracking ing&igmn interface and mechanism that
will permit integration of any SCM system with any bug-tragksystem.



Chapter 4. Features

4.1. Integration Actions

For every SCM event, multiple corresponding integratiotioas may be issued from the glue to the
daemon. The list of possible integration actions is:

- activity _verify : An activity_commit integration action will soon follow, and data
collected from the corresponding SCM event must be verifistl fi
« activity_commit : A software change has already been committed in the SCMmsystnd this

event must be integrated with bug-tracking. This actiorellgdollows anactivity verify
integration action.

- activity_tag . A software labeling operation is issued in the SCM systemd,tais event must
be integrated with bug-tracking.

- activity_get_vdd : A VDD will be produced by the/DD Generator

- activity_get_bugs : The information of a list of bugs is returned for procesdiygheMerger.

4.2. Integration Of SCM Log Messages

When a software change occurs in the SCM system, a log messggeenmanually supplied by a
user to describe the change. Usingaativity_commit integration request, this log message is
automatically inserted in the bug-tracking system agdhesspecified bug id. Additional changeset
information are automatically detected, such as the braaafe that hosted the change and the list
of files affected by the changeset. This information comglets the users original log message
when added in the bug-tracker, as showFigure 4-1

Figure 4-1. Example of Integrated Log Message.

Added a glossary, and a document conventions section, just

like the Bugzilla Guide uses. Began linking names of systems /tools to
the glossary, and using a url to their webpage there. This wil |
unclutter the pdf version of the document from url links inli ned with
content.

Branch: HEAD

Affected files:

1.7 --> 1.8 Scmbug:system/doc/manual/about.sgml

1.7 --> 1.8 Scmbug:system/doc/manual/bugtracking-backe nds.sgml
NONE --> 1.1 Scmbug:system/doc/manual/conventions.sgml

NONE --> 1.1 Scmbug:system/doc/manual/glossary.sgmi

1.12 --> 1.13 Scmbug:system/doc/manual/manual.sgml.in

1.8 --> 1.9 Scmbug:system/doc/manual/scm-frontends.sgm |

1.9 --> 1.10 Scmbug:system/doc/manual/tools.sgmi
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4.3. Integration Of SCM Labeling Operations

When a tag or branch operation is issued in the SCM system, a isamsed to describe this
software labeling operation. Using activity tag integration request, this label is inserted in the
list of possible versions of the product in the bug-tracksggtem.

Figure 4-2shows an example applying a label in Subversion. The labekna autodetected and
does not need to be specified in the log message.

Figure 4-2. Example applying a label in Subversion.

$ svn copy trunk tags/MYPROGRAM_RELEASE_4-6-1

$ svn commit -m "bug 30541: Tagged the version that fixes the \
backwards compatibility problems in the communication \
protocol.” tags/MYPROGRAM_RELEASE_4-6-1

4.4, Verification Checks

When various SCM events occur, verification checks are peddrbefore the SCM event is allowed
to proceed. Some checks are performed by the glue on the sitgn the machine the SCM
repository resides. Other checks are performed on therssides the machine hosting the Scmbug
daemon.

4.4.1. Enabled Integration

SCM events will be integrated with bug-tracking only if tmeggration glue is enabled. This can be
controlled in the glue configuration file using teeabled variable, as shown iRigure 4-3

Figure 4-3. Glue enabling variable.

#

# Flags whether the glue is active
#

enabled => 1,

4.4.2. Supported SCM version

SCM tools may work considerably different between separatsions. For example, CVS changed
during the 1.12.x series the format of command-line argussumpplied to integration hooks.
Appropriate support is needed to handle their idiosyndasad he SCM tool’s version is detected at
runtime, and interaction with the tool is handled accorljing
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One of the problems with some SCM systems is that they mayt timseATHvariable (e.g.
Subversion in 1.2.x). The list of paths to the tool’s binameust be supplied in the glue configuration
file using thebinary_paths  variable, as shown iRigure 4-4 It is verified at runtime that each
binary needed by an SCM tool is present in only one path frantish supplied, to avoid accidentally
invoking the wrong version of the tool due to an incompletatiation of the SCM tool.

Figure 4-4. Paths to the SCM tool’s binaries.

# Comma(,)-separated list of paths to any binaries the SCM
# tool may need to use
binary_paths => ’/usr/local/bin,/usr/bin,/bin’,

4.4.3. Use Of A Log Message Template

The log message supplied to the SCM system when committinfaege change is verified to
match a log template expected by Scmbug. Two regular expresdescribe how the bug id and log
comment will be identified. These are defined as part ofdinpgemplate  policy variable as
shown inFigure 4-5 through the variableleg_bugid_regex  andlog_body_regex

A way to split a list of multiple bug ids into separate ids isatlescribed with a regular expression
through the variabléog_bugid_split_regex . This is needed in order to permit special
characters to preceed a bug number. For example, insteapafating bug ids using a whitespace or
comma, one may want to also prefix a bug id with a '#'. Bug-teaskmay then autolinkify in their
comments a bug id that is prefixed by a '# (e.g. Bugzilla). Axample log message accepted by
these expressions is shownRigure 4-6

Figure 4-5. Regular expressions describing the bug id, thep$it of bug ids and the log message
body.

log_template => {
# The log_bugid_regex is a regular expression that must
# set the unnamed variable $1 to the bug number, or list
# of bug numbers. It is checked for a match as: m/$regex/s
log_bugid_regex => N\s *bug\s * (N\d|\s|,|#] *?),
# The log_bugid_split_regex is a regular expression
# describing how a list of bug ids will be split in
# individual bug numbers. It is split as: /$regex/
log_bugid_split_regex => ’'\s?#|\s?#|,|\s+’,
# The log_body regex is a regular expression that must set
# the unnamed variable $1 to the log comment. It is
# checked for a match as: m/$regex/s
log_body _regex => '"Ms *bug. *?:\s *(. *)

12

This template can be customized when the Scmbug codebasefigured, prior to installation. The
arguments-with-log-template-bugid-regex= <regular_expression >,
--with-log-template-bugid-split-regex= <regular_expression >, and
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--with-log-template-body-regex= <regular_expression > can be passed tmnfigure
shown inFigure 8-4

Figure 4-6. Example log message accepted.

bug 441:Improved the documentation of policy log_template by adding
an example log message.

4.4.4. Presence Of Distinct Bug Ids

The log message supplied to the SCM system when committinfaese change is verified to
include only distinct bug ids.

4.4.5. Valid Log Message Size

It is verified that the log message supplied to the SCM systates meets a configurable minimum
log message size limit. This behavior is defined in the gludigaration file using the
minimum_log_message_size  policy variable, as shown iRigure 4-7

Figure 4-7. Minimum log message size policy.

# Minimum number of characters log message.
minimum_log_message_size => {

enabled => 1,

size => 50

2

4.4.6. Convention-based Labeling

It is verified that the names used in labeling operationd) sisccreation of tags or branches, match a
configurable label naming convention. This behavior is @efiim the glue configuration file using
thelabel_name policy variable, as shown iRigure 4-8

Figure 4-8. Label naming convention policy.

# Format of label names (tag or branch names) defined as
# regular expressions.
label_name => {
enabled => 1,
names => [
# Convention for official releases.
# For example:
# SCMBUG_RELEASE_0-2-7
N +? RELEASE_[0-9]+-[0-9]+-[0-9]+%",

# Convention for development builds.

10



Chapter 4. Features

# For example:
# SCMBUG_BUILD_28 added_a_policies_mechanism
N +?_BUILD_[0-9]+_.+%,

# Convention for branches.

# For example:

# b_experimenting_with_policies_on_glue_side
b_.+$,

# Convention for private developer tags. Uses
# the developer’s initials (either 2 or 3).

# For example:

# p_kpm_prior_to_bug353_stabilization_fixes
Np_[a-zA-Z][a-zA-Z]?[a-zA-Z]_.+$

]

Labels for official releases can correspond to versionseostditware that will be made public to
users, and are applied by release managers.

Developments builds can be helpful in development enviremisithat produce weekly builds, as a
checkpoint of a stable codebase. They are applied by reteasagers. They can also correspond to
development milestones that will incorporate specificifesg, even though the codebase is not ready
for an official release.

Branches can be created when maintaining a previous, glrelehsed, version of a software. For
example, to correct critical bugs or apply security fixeseyrare applied by release managers. They
can also be created when a feature may require a considarablent of time to implement while
disrupting the main codebase drastically (e.g. a core ARhgh). A branch is created, the feature is
implemented, and when it is deemed stable it is merged in t#ie oodebase.

Private developer tags are very similar to developmentlbuiThey can be applied directly by
developers, instead of strictly release managers, anddsheuhought of as personal, developer
milestones applied at stable points. The developers mayobldvg on features of increased
complexity, or features that will require a significant ambaf time to complete. Incrementally
applying private developer tags that match distinct pregsteps can help a developer debug a
regression in his implementation. As another example,rassudeveloper implements a feature
using a specific algorithm. Later, software requiremengsge, and the developer is tasked to
reimplement this feature using a different algorithm. Tkeeealoper can first apply a private tag, and
then reimplement the feature using the new algorithm. ¥ later determined that the feature should
revert back to using the original algorithm, the develoger etrieve the original implementation
using the private developer tag he had applied. In a sengatg@developer tags can be applied at a
finer granularity than group development builds.

4.4.7. Presence Of Bug Ids

The log message supplied to the SCM system when committin§aae change may be required
to include at least one bug id. This is determined usingthsence of bug_ids policy variable,

11
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as shown irFigure 4-9

Figure 4-9. Presence of bug ids policy.

Presence of bug ids. There are 3 options:

- 'required’. A bug id must be specified during each
activity. Activities without a bug id will not be permitted

- ‘optional’. If a bug id is supplied, the activity will be
integrated. If not the activity will be permitted to go
through in the SCM system, but without bug-tracking
integration.

- 'none’. Never integrate activities regardless. This is
different than flagging the glue inactive. The remaining
policies are still enforced were applicable.

(e.g. policy minimum_log_message_size).

HOHOH K H HHHHHHHHHH

#
# This policy is ALWAYS enabled
presence_of bug_ids => {

value => ’'required’

2

4.4.8. Valid SCM To Bug-tracking Username Mapping

All integration requests must include the SCM username@tier issuing an integration request.
This username must be mapped to the username of the usertingHeacking system. Bug-tracking
systems that do not support SCM usernames are accomodadadhta username mapping list
defined in the daemon configuration file using tiserlist ~ variable. Three mapping mechanisms
are available:

- LDAP. An LDAP directory is accessed to map the SCM username, akBAP attribute, into
the bug-tracking username defined by another LDAP attriffthies can be configured in the
daemon configuration file using thepping_Idap variable, as shown iRigure 4-10

Figure 4-10. SCM to bug-tracking username mapping based omappi ng_| dap.

# This is a mapping based on LDAP. |dap_scm_username_attrib ute
# defines the LDAP attribute that will be used to match the
# SCM username. The SCM username will be mapped into the
# bug-tracking username defined by
# |dap_bugtracking_username_attribute.
mapping_ldap => {
enabled => 0,
Idap_server => '127.0.0.1",
ldap_port => '389’,
# A binddn (e.g. cn=default) that has access to read all
# attributes
Idap_binddn => ’replace_with_binddn’,
# The password of the binddn that has access to read all
# attributes

12
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Idap_binddn_password => ’replace_with_binddn_password ,
# The BaseDN in which to search for the

# |dap_scm_username_attribute (e.g. "ou=People,0=Compa ny")
Idap_basedn => ’replace_with_basedn’,

# The name of the attribute containing the user's SCM

# username

Idap_scm_username_attribute => 'uid’,

# The name of the attribute containing the user’s

# bug-tracking username

Idap_bugtracking_username_attribute => 'mail’,

# LDAP filter to AND with the Idap_scm_username_attribute

# for filtering the list of valid SCM users.

ldap_filter => "

- List of regular expressions A list of regular expressions describe how the SCM usernaithbe
matched and how it will be transformed into a bug-trackingrname using the
mapping_regexes variable. This can be configured in the daemon configuratie$ shown in
Figure 4-11

Figure 4-11. SCM to bug-tracking username mapping based omappi ng_r egexes.

# This is a mapping based on regular expressions. The first
expression defines how the SCM username will be matched. Th e
second defines how it will be transformed, and uses the
unnamed variable $1 that was described by the first
expression. The mapping is checked for a match as:
m/$first_regex/
and is applied as: s/$first_regex/$second_regex/
mapping_regexes => {

enabled => 0,

values => {

# This is an example of mapping a Windows Domain user

# from 'DOMAIN\user’ to 'user@EMAIL_DOMAIN.com’

"DOMAIN\W(\w+)$ => "$1\@EMAIL_DOMAIN.com’,

# This is an example of mapping a UNIX user from

# 'example_user’ to 'example_user@exampledomain.com’

Nw+H)$ => '$1\@exampledomain.com’

}

HOH H R H R

- Direct. A direct one-to-one mapping of an SCM username to a budsitrgaisername using the
mapping_values variable. This can be configured in the daemon configuratiem& shown in
Figure 4-12

Figure 4-12. SCM to bug-tracking username mapping based omappi ng_val ues.

# This is a one-to-one mapping of SCM usernames to bugtrackin g
# usernames. Mappings in this list override mappings from
# mapping_regexes.
mapping_values => {
enabled => 0,
values => {
'DOMAIN\\example_user’ => 'example_user@DOMAIN.com’,
‘example_user2’ => 'example_user2@exampledomain.com’

13
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If the SCM username already matches the bug-tracking usernthese mappings can be disabled in
the daemon configuration file as showrFigure 4-13 If any of these mappings are enabled, they
are executed in the order presented here. Mappings basedpping_Idap are appiled first.
Mappings based omapping_regexes are applied second and can override a mapping based on
mapping_ldap . Mappings based omapping_values are applied last and can override all other
mappings.

Figure 4-13. Disabling SCM to bug-tracking username mappigs.

mappings => {
# Enable SCM username translation. This flag must be
# turned on for any of the mappings that follow to apply.
enabled => 0,

The username verification is applied case sensitive. Tmiseaonfigured in the daemon
configuration file as shown iRigure 4-14 For example, Microsoft Active Directory tends to
capitalize the first letter of each word in the email addrébe email address returned does not
match the email address reported by the bug-tracker in tager and needs
case_sensitive_username_verification to be disabled.

Figure 4-14. Disabling case sensitive SCM to bug-trackingaername verification.

# Apply a case sensitive username verification.
case_sensitive_username_verification => 0,

4.4.9. Valid Product Name

An activity _verify integration request must refer to bug ids filed against thiel Sgstem’s
associated product name in the bug-tracking system. Slyién activity_tag needs to know
the product name in which the tag will be inserted as a verdibis behavior is optional and can be
configured in the glue configuration file using treid_product_name policy variable, as shown
in Figure 4-15

Figure 4-15. Valid product name policy.

# The bug against which an activity is issued must be filed
# against a valid product name.
valid_product_name => {

enabled => 1

12
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Regardless of the configuration of tiaid_product_name policy, the product name is required
by other parts of the integration. For example, it is needatktect labeling operations in
Subversion, as shown Figure 7-7 for Mail notificationand forAutolinkification It can be specified
in the glue configuration file using theoduct_name_definition policy variable in two ways:

- Manually defined. All SCM activity in the repository will be integrated agatra single product
name in the bug-tracker. This requires setting indlegluct_name_definition policy’s
values the entry of the special regular expressfor) to the desired product name, as shown in
Figure 4-16

Figure 4-16. Manually defined product name.

# Product name definition.

#

# NOTE: The regular expression (. *) is special and means
# replace with exactly this value. It is meant to be used
# with SCM systems that do not provide the list of

# affected files during verification (e.g. CVS 1.11.x)

#

# This policy is ALWAYS enabled
product_name_definition => {

type => 'manual’,

values => { (. *) => 'TestProduct’ }

12

- Automatically defined. Some organizations may follow a development model thahjer
multiple products to be hosted under the same SCM reposkorexample, multiple product
names in the bug-tracking system may correspond to mubliiglaches in the SCM system.
Scmbug can autodetect the appropriate product name byldogsalist of regular expressions
that describe how to identify and map the product name fromtla ip a repository.

Figure 4-17shows a configuration example that can autodetect from thesitery structure of
Figure 4-18&he list of product names iRigure 4-19 When a file from one of the directories shown
in Figure 4-18s commited, the appropriate product name showrigure 4-19will be defined.

Figure 4-17. Automatically defined product name.

Product name definition.

#
#
# The product name is autodefined based on regular

# expressions. The first expression defines how each commit ed
# filename will be matched. The second defines how it will be

# transformed, and uses the unnamed variables (e.g. $1 $2)

# that were described by the first expression. The mapping is

# checked for a match as:

# m/$match_regex/

# and is applied as: s/$match_regex/$replace_regex/

#
#

This policy is ALWAYS enabled
product_name_definition => {
type => ’'auto’,
values => { ’dir/prefixl/productMain_(.+?)/" => '$1’,
dir2/(+?) => '$1’,
'dir3/(?:trunk|tags|branches)/(.+?)/" => '$1’,

15
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'dir4/productLine_(. * )/subproducts/(. ) => '$2_$1
}

Figure 4-18. Repository structure with product names that @an be automatically defined.

dir/prefix1/productMain_subproductA/trunk
dir/prefix1/productMain_subproductA/tags
dir/prefix1/productMain_subproductA/branches
dir/prefix1/productMain_subproductB/trunk
dir/prefix1/productMain_subproductB/tags
dir/prefix1/productMain_subproductB/branches
dir2/productA_3-1/trunk
dir2/productA_3-1/tags
dir2/productA_3-1/branches

dir2/productB

dir2/productB_multiuser

dir3/trunk/productC

dir3/tags/productC

dir3/branches/productC
dir4/productLine_2009/subproducts/subproductC

Figure 4-19. Automatically mapped product names fromFigure 4-18

subproductA
subproductB
productA_3-1
productB
productB_multiuser
productC
subproductC_2009

Another example where multiple products may be requiredavbe a contracting company
maintaining all their contracts in the same SCM repositayusing separate product names in
the bug-tracking tool.

Note: We must note that, from an SCM perspective, hosting multiple products that share a
common codebase in the same SCM system may not be the ideal way to go. Organizations
that follow this development model may want to consider developing their common codebase
in it's own SCM repository, as a separate product. They can then import the common code as
a vendor branch in multiple SCM repositories, each corresponding to a single product name
they wish to publicly release. More information on vendor branches can be found in the CVS
(https://lwww.cvshome.org/docs/manual/cvs-1.12.9/cvs_13.htmI#SEC104) and Subversion
(http://svnbook.red-bean.com/svnbook/ch07s04.html) manuals.

Note: Automatically defined product names are not supported for CVS 1.11.x
(http://bugzilla.mkgnu.net/show_bug.cgi?id=746) or for Git, yet
(http://bugzilla.mkgnu.net/show_bug.cgi?id=994).
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4.4.10. Valid Bug Owner

It is verified that the SCM user issuing activity verify integration request is the owner or
one of the owners of the bug against which subsequent integraquests will be issued. This
behavior is optional and can be configured in the glue cordigu file using the
valid_bug_owner  policy variable, as shown iRigure 4-20

Figure 4-20. Valid bug owner policy.

# The SCM user issuing an activity must be the user to which
# the bug is assigned
valid_bug_owner => {

enabled => 1,

2

4.4.11. Anonymous SCM Username

It is always verified that the SCM system supplied a usernahrenwgenerating activity. However,
some SCM systems may not always supply an SCM username. @mgpkxis Subversion running
ansvnserve daemon granting anonymous access. The username of the S&EMnaer which
activity should be generated can be optionally configuradenglue configuration file using the
anonymous_scm_username policy variable, as shown iRigure 4-21

Figure 4-21. Anonymous SCM username policy.

# All integration activity must originate from a specific SC M
# user. If the SCM system does not provide the SCM user
# information (e.g Subversion running an svnserve daemon wi th

# anonymous access), assume the activity originated from a
# specific SCM user
anonymous_scm_username => {

enabled => 0,

value => ’anonymous_scm_user’

12

4.4.12. Open Bug State

It is verified that the bug against which activity_verify integration request is issued must is
in an open, active state in the bug-tracking system. Thiawehis optional and can be configured in
the glue configuration file using tlepen_bug_state  policy variable, as shown iRigure 4-22
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Figure 4-22. Open bug state policy.

# The bug against which an activity is issued must be in an
# open state
open_bug_state => {

enabled => 1

2

4.5. Additional Features

4.5.1. Mail Notification

An email can be sent when an integration activity, eithermiting or labeling, is accepted. This is
defined in the glue configuration file using tieil_on_success  policy variable, as shown in
Figure 4-23 Emails can also be sent after a failed commit activity if 8&M system overshadows
and does not report the error message usingntie on_failure policy variable.

Warning

For example, Subversion does not report error messages of its post-commit
hook.

Figure 4-23. Malil notification policy.

#
# Send email notifications after integration activity
#
mail_notification => {
# Send an email after a successful activity (both
# verifying and labeling)
mail_on_success => 0,
# Send an email after a failed commit activity that the
# SCM system may overshadow and not report
# (e.g. Subversion does not report error messages of its
# post-commit hook.) .
mail_on_failure => 1,
mail_settings => {
# Must be a valid email address. Can remain empty if
# other users should be notified.
To => 'replace_with_commit_mailing_list_email@example domain.com’,
# Must be a valid email address. Can remain empty if
# mail_also_appears_from_scm_user is enabled.
From => 'Scmbug <replace_with_mailing_list_owner_email@exampledomain .com >’,
# Defaults to localhost if left empty
Smtp => 'replace_with_mail_server.exampledomain.com’
h
# Sending email when a tag is moved or deleted in CVS can
# be annoying, since multiple emails are sent per
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# directory (but not when a tag is added). mail_on_label
# can disable that behavior.

mail_on_label => 1,

mail_recipients => {

# Make the email also appear to have been sent by the
# SCM user.

mail_also_appears_from_scm_user => 1,

# List of users that will be notified

mail_scm_user => 1,

mail_bug_owner => 1,

mail_bug_reporter => 1,

mail_bug_monitors => 1,

mail_product_owners => 1

4.5.2. Bug Resolution

It is possible to automatically change the resolution stafia bug at the time a software change is
committed. It is verified that the requested resolutiorusté a valid resolution state in the
bug-tracker and that the requested change does not vibkatedrkflow of the bug-tracker. For
example, changing a bug resolution in Bugzilla freaOPENED0 UNCONFIRMEIS an invalid status
change.

Changing resolution status is accomplished if a resolugamplate expected by Scmbug is identified
in the log message. The resolution does not need to applgteatme bug the software change is
applied against. It could be applied to a different bug, ipldtbugs, or multiple different resolutions
could be applied to multiple different bugs. The resolutiemplate must be specified on a separate
line on its own and is completely removed before the log ngsgaidentified.

Four regular expressions describe how the bug id, the neussthe status resolution, and the status
resolution data will be identified. These are defined as gdhieaesolution_template policy
variable as shown ifigure 4-24 through the variablegsolution_bugid_regex ,
resolution_status_regex , resolution_status_resolution_regex ,and
resolution_status_resolution_data_regex

A way to split a list of multiple bug ids into separate ids isatlescribed with a regular expression
through the variableesolution_bugid_split_regex . An example log message accepted by
these expressions is shownRigure 4-26

Figure 4-24. Regular expressions describing the bug id, theplit of bug ids and the resolution
status.

# Resolution template.

#

# Regular expressions that describe how a resolution status
# for a list of bug ids can be identified

resolution_template => {
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enabled => 1,

# The resolution_bugid_regex is a regular expression that

# must set the unnamed variable $1 to the bug number, or

# list of bug numbers. It is checked for a match as:

# m/$regex/s

resolution_bugid_regex => "Ms xstatus\s = ((\d|\s|,|#] *?)7,

# The resolution_bugid_split_regex is a regular expressio n
# describing how a list of bug ids will be split in

# individual bug numbers. It is split as: /$regex/
resolution_bugid_split_regex => ’'\s?#\s?#|,|\s+’,

# The resolution_status_regex is a regular expression that

# must set the unnamed variable $1 to the requested

# status. It is checked for a match as: m/$regex/s

#

# For example, if one issued in the log message the

# resolution command:

#

# status 547: reopened

#

# Then the resolution_status_regex is expected to match

# "reopened"

resolution_status_regex => "Ms *status.  *?:)\s *(\S+)\s *.*’
# The resolution_status_resolution_regex is a regular

# expression that must set the unnamed variable $1 to the

# requested resolution. It is checked for a match as:

# m/$regex/s

#

# For example, if one issued in the log message the

# resolution command:

#

# status 547: resolved fixed

#

# Then the resolution_status_resolution_regex is expecte d
# to match "fixed"

resolution_status_resolution_regex => "Ms xstatus.  *?2:\s *\S+\s+(\S+)’
# The resolution_status_resolution_data_regex is a regul ar
# expression that must set the unnamed variable $1 to the

# additional data supplied by the resolution status. It is

# checked for a match as:

# m/$regex/s

#

# For example, if one issued in the log message the

# resolution command:

#

# status 548: resolved duplicate 547

#

# Then the resolution_status_resolution_data_regex is

# expected to match "547"

resolution_status_resolution_data_regex => "Ms xstatus.  *?2:\s *\S+\s+H\S+\s+(\S+)’,
h

Some bug-trackers may report resolution-related infoignatith a token that contains spaces. For
example, Mantis 1.0.0 offers the resolution "unable tosdpce". This would make it difficult to
develop regular expressions that will correctly identig hew status and resolution. This resolution
could instead be written in a log message by the user as "en@blreproduce" and have Scmbug
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configured to replace all underscores ("_") with spaces (isfing the
resolution_status_convert policy, as shown irFigure 4-25

Figure 4-25. Regular expressions defining a resolution stas character conversion.

The resolution_status_ * information can have all of the
following characters converted according to a regular
expression. This is useful in addressing the limitation

of some bug-trackers that report a resolution-related
information with a token that contains spaces. For

example:

HOH R H H R R

# "unable to reproduce" in Mantis.
resolution_template => {

resolution_status_convert => {
enabled => 0,
# Regular expressions that will be applied to convert

# the characters of all resolution_status_ *
# information. It is applied for substitution as:
#

# s/$convert_from/$convert_to/g
resolution_status_convert_from => '’
resolution_status_convert_to => '’

2

This template can be customized when the Scmbug codebasefigured, prior to installation. The

arguments-with-resolution-template-bugid-regex= <regular_expression >,
--with-resolution-template-bugid-split-regex= <regular_expression >,
--with-resolution-template-status-regex= <regular_expression >,
--with-resolution-template-status-resolution-regex= <regular_expression >,
--with-resolution-template-status-resolution-data-r egex= <regular_expression >,
--with-resolution-template-status-convert-from-rege X=<regular_expression >,
and

--with-resolution-template-status-convert-to-regex= <regular_expression > can

be passed toonfigure , shown inFigure 8-4

Figure 4-26. Example log message that changes the resolutistatus of multiple bugs.

status 548,622: reopened

status 755: resolved worksforme

bug 547:Implemented automatic status resolution as a new po licy. This seems
to work but will need improvements in the testsuite.

status 547: REsolved fIXED

status 548: RESOLVED duplicate 547

status 647: assigned unassigned@mkgnu.net

Note: Figure 4-26 does not show multiple examples. It shows one example of one log message.
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The resolution status and resolution descriptions ardéi@grtase insensitive by default, as shown in
Figure 4-26 This can be controlled using the
resolution_status_case_sensitive_verification variable, as shown iRrigure 4-27

Figure 4-27. Case sensitive resolution verification variae.

# Apply a case sensitive resolution and resolution status ve rification
resolution_status_case_sensitive_verification => 0,

A resolution description must refer to bug ids filed agaihet$CM system’s associated product
name in the bug-tracking system. This behavior is optiondl@an be configured in the glue
configuration file using theesolution_valid_product_name policy variable, as shown in
Figure 4-28

Figure 4-28. Valid product name policy in reference to bug rsolution.

resolution_template => {
# The bugs whose resolution status will be changed must be
# filed against a valid product name.
resolution_valid_product_name => 1,

The SCM user issuing a bug resolution must be the owner ofufebainst which subsequent
integration requests will be issued. This behavior is o@ti@nd can be configured in the glue
configuration file using theesolution_valid_bug_owner policy variable, as shown in
Figure 4-29

Figure 4-29. Valid bug owner policy in reference to bug resaltion.

resolution_template => {
# The SCM user must be the user to which the bugs whose
# resolution status will be changed are assigned
resolution_valid_bug_owner => 1

4.5.3. Autolinkification

There are plans (http://bugzilla.mkgnu.net/show_blgidg266) to support autolinkification.
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5.1. CVS

CVSis the Concurrent Versions System, the dominant open-smetwork-transparent version
control system.

Scmbug supports verification checks, integration of logsagss with the bug-tracking system, and
integration of labeling operations for CVS. Various defi@ies of CVS introduce complications in
integration. It is recommended that users of CVS upgradutoversion

CVS does not require users to enter a log comment when direstare added in a repository.
Scmbug does not overcome this limitation, even though ibssjble
(http://bugzilla.mkgnu.net/show_bug.cgi?id=285) tosdo

Another limitation of CVS is that it does not provide an im&gpn hook onévs admin -o
(http://bugzilla.mkgnu.net/show_bug.cgi?id=176)’.

The verification hook of CVS 1.11.x does not provide the lidiles that will be modified. As a
result, theValid product namepolicy cannot be set tauto for CVS 1.11.x. This policy will be
implemented (http://bugzilla.mkgnu.net/show_bug.it5746) in the future for CVS 1.12.x and, if
possible, for CVSNT.

The temporary log message file of CVS 1.11.x reports the wingén which a change is applied.
However it does not report separately the repository pasha fesult, théail notificationpolicy
reports the changeset directory only. This will be impletedn
(http://bugzilla.mkgnu.net/show_bug.cgi?id=826) ie thture for CVS 1.12.x and CVSNT.

A common limitation of other systems integrating CVS wittgbtwacking resulted from the
inadequate mechanism CVS 1.11.x uses to provide the ligtegftad files in a commit trigger. For
each file, the old version, new version, and the filenamegalhsated by commas, can be passed as
command-line arguments to an integration trigger scripteWime filenames, or the directory in
which the files reside, contain either commas or whitespacpsocessing script using a single
regular expression to parse these arguments will get cedfi®me systems addressed this by
requiring source modifications (http://www.einval.costeve/software/cvs-bugzilla/#loginfo) to the
CVS binary, and distributed patches for it. Scmbug addeetfge issue by employing a stateful
parser (http://bugzilla.mkgnu.net/show_bug.cgi?id&#&&). Using this parser, the probability of
files and directories with whitespaces or commas contaiméueir names to confuse the integration
glue is marginal. For example, the filename showRigure 5-1is accepted.

Figure 5-1. A complex filename accepted by the CVS glue.

a file with spaces,NONEs, commas, digits,1.1,2.numbers cl ose to dots.1.2,NONe.txt
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The verification hook for CVS does not provide the list of faemes that will be commited, hence it
is impossible to dynamically detect the product name. Awtiically detected product names are not
supported (http://bugzilla.mkgnu.net/show_bug.cgi?74b) for CVS.

Scmbug has been verified to work against the following relea$ CVS:

- 11121
- 1.12.13
« CVSNT 2.5.03 Build 2260

Somewhere during the 1.12.x series of CVS (e.g. 1.12.9)ahemand line template format changed
(https://www.cvshome.org/docs/manual/cvs-1.12.19/@8.htmI#SEC186). This newer format is
also (http://bugzilla.mkgnu.net/show_bug.cgi?id=464pported by Scmbug.

5.2. Git

Git is a distributed source code management tool designed theharassive projects such as the
Linux kernel with speed and efficiency.

Scmbug supports verification checks and integration of leggages with the bug-tracking system
for Git. Integration of labeling operations (http://budgimkgnu.net/show_bug.cgi?id=991) is not
supported yet.

The integration may conservatively and incorrectly
(http://bugzilla.mkgnu.net/show_bug.cgi?id=1253)edemultiple product names being defined if
Valid product namés configured to be automatically detected as showdgure 4-17

Scmbug has been verified to work against the following relea$ Git:

- 156

5.3. Subversion
Subversions a compelling replacement for CVS.

Scmbug supports verification checks, integration of loggagss with the bug-tracking system, and
integration of labeling operations for Subversion.

Subversion is not yet (http://subversion.tigris.orgless’'show_bug.cgi?id=1973) capable of using a
predefined log template when the user’s editor is openedtéy anog comment. As a result, the log
template expected by Scmbug must be entered by the user.

Scmbug has been verified to work against the following relea$ Subversion:
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1.0.6
113
123
1.3.0
1.4.0,1.4.5
151
16.1

5.4. Other SCM Systems

Additional SCM frontends can be supported by Scmbug. D@ekand system integrators of the
following SCM systems arstrongly encouragedto contribute an SCM integration frontend:

Aegis

Arch
Bazaar-NG
Bitkeeper
Clearcase
Katie
Mercurial
Monotone
OpenCM

Perforce

Developing a frontend requires:

Committing to support this frontend in future releases ohBag.

Creating a new frontend module namgd/lib/product/Glue/FrontendName.pm.in . The
CVS frontendsrc/lib/product/Glue/CVS.pm.in serves as a good example.

Updatingsrc/lib/product/Glue/Glue.pm.in:check_configuration accordingly.

Updating the configuration management fitesfigure.in andMakefile.in to autogenerate,
and autocleanup the new frontend.

Updating thenstall-tools rule of Makefile.in to install the new frontend from source.

Creating a new directory namact/glue/templates/frontendname that includes template
hook/trigger scripts. The CVS trigger scriptssite/glue/templates/cvs serve as a good
example.

Updatingsrc/glue/templates/cvs/ * /checkoutlist.in to always extract
lib/scmbug/Scmbug/Glue/FrontendName.pm so the CVS SCM frontend does not break.
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Updating theGlue Installersrc/scripts/install_glue.pl.in and its manpage
doc/manpages/install_glue.sgml.1.in to support the new frontend.

Updating thevDD Generatorsrc/scripts/vdd_generator.pl.in and its manpage
doc/manpages/vdd_generator.sgml.1.in to support the new frontend.

Updating theMerger src/scripts/merge.pl.in and its manpage
doc/manpages/merge.sgml.1.in to support the new frontend.

Updating the documentation éoc/manual/content to reflect support for the new frontend.
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6.1. Bugzilla

Bugzillais an enterprise-class piece of software that tracks msliof bugs and issues for hundreds
of organizations around the world.

Bugzilla does not provide a public interface for SCM integma. Nevertheless, the Scmbug daemon
attempts to reuse functionality already available in theé-Pased Bugzilla libraries. As a result, the
source code used to host a Bugzilla instance must be loaailsaible by the daemon. The
installation_directory variable is used to define the location of the Bugzilla source
installation as shown ifigure 6-1

Figure 6-1. Bug-tracker installation directory for Bugzil la.

# Used for Bugzilla and RequestTracker.

#

# Path to the directory of the bugtracker sources providing a n
# API that the daemon can use

installation_directory => ‘/usr/share/bugzilla/lib’

Additionally, theinstalled_locally variable is used to flag whether Bugzilla is installed logall
on the same machine the daemon is running as showigure 6-2 This is required to flush
Bugzilla’s version cache when SCM tags are added or deletetimmediately reflect tag
manipulation to Bugzilla’s user interface.

Figure 6-2. Bug-tracker installed locally variable.

# Used only for Bugzilla.

#

# Flags whether the live bugtracker instance is installed
# locally on the same machine the daemon is running
installed_locally => 1,

Note: For example, it is possible to install Bugzilla in machine A, and install a duplicate Bugzilla
source in machine B where Scmbug is installed. In this scenario installation_directory

would be set to Bugzilla’s source code path on machine B, but the variable installed_locally
would be set to 0.

The Bugzilla developers are planning (http:/bugzillazitia.org/show_bug.cgi?id=254400) to
provide a formal SCM integration interface in future rekless
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As of version 2.22.0, Bugzilla does not yet support a mappiithe SCM username to a Bugzilla
username. An SCM to bug-tracking username mapping is acdat@d by the integration daemon
using theuserlist ~ variable, as described Bection 4.4.8

Bugzilla currently lacks a per-bug comment id (http://billgankgnu.net/show_bug.cgi?id=763).
This makes it very difficult to accurately report the commieistin a VDD for Bugzilla. Currently,
the VDD comment ids are prefixed with the stringdtcurate_ "

Scmbug has been verified to work against the following releas Bugzilla:

. 2142

. 2165

« 2.18rc2

. 2192
2.20.1,2.20.7
. 2.22.0
3.0.0,3.0.9
. 322

. 345

. 36.1

6.2. Mantis

Mantisis a web based PHP/MySQL-based bugtracking system.

Mantis does not provide a public interface for SCM integnatiHowever, the Scmbug daemon
includes a native Perl-based bug-tracking backend fogiaten with Mantis. Configuration of the
variablesnstallation_directory (Figure 6-1 andinstalled_locally (Figure 6-3 is not
required.

Mantis supports installation with multiple database baclse The daemon configuration variable
database_vendor  defines the selected database backend, as shdwigure 6-3

Figure 6-3. Database vendor variable.

# Valid values are the ones accepted by the Perl DBI.

#

# For Bugzilla, this value is ignored

#

# For Mantis, *somex valid values (there are others) are:
# - 'mysql’

# - 'Pg’

d

atabase_vendor => 'mysql’,
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The Mantis developers are planning (http://www.futuresviaiz/mantis/view.php?id=151) to provide
a formal SCM integration interface (http://www.futurewdsiz/mantisconnect/) in future releases.

As of version 0.19.0, Mantis does not yet support a mappirthe@SCM username to a Mantis
username. An SCM to bug-tracking username mapping is acdat@d by the integration daemon
using theuserlist ~ variable, as described Bection 4.4.8

Scmbug has been verified to work against the following relea$ Mantis:

- 0.19.0
- 1.0.0rc3
- 1.1.0rcl
- 121

6.3. Request Tracker
Request Trackes a web based request tracking system written in objeented Perl.

Request Tracker provides a public interface for SCM integina The Scmbug daemon reuses
functionality already available in the Perl-based Requiestker libraries. As a result, the library
code used to host a Request Tracker instance must be locafigsible by the daemon. The
installation_directory variable is used to define the location of the Request Tracker
installation as shown iRigure 6-4

Figure 6-4. Bug-tracker installation directory for Reques Tracker.

# Used for Bugzilla and RequestTracker.

#

# Path to the directory of the bugtracker sources providing a n

# API| that the daemon can use
installation_directory => ’/usr/share/request-tracker 3.4/lib’

This backend integration with Request Tracker assumesrtitipt names iglue.conf  match the
gueue names set in the Request Tracker.

Theactivity_tag integration action is not yet supported.

The Request Tracker backend does not currently suppoxtiie GeneratorandMerger.
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As of version 3.4.5, Request Tracker does not require a mgpydithe SCM username to a Request
Tracker username. The username mappings can be disableovas is Figure 4-13

Scmbug has been verified to work against the following relea$ Request Tracker:

+ 345
- 361

6.4. Test Director

Test Directoris a test and fault tracking system.

Test Director is based on MS Windows and hence the interfat@she system are available on MS
Windows only. Users have to run the Scmbug daemon on a Windwesine.

In order to use Test Director as your fault tracking systemwdl need to ensure that you install:

« The Perl OLE package.

« Test DirectoiMercury Quality Center System Test Remote Agent Addviailable from the Test
DirectorHelp- > Add-ins menu).

For Test Director, some example configuration settingsiferdaemon configuration file
/etc/scmbug/daemon.conf are shown irFigure 6-5

Figure 6-5. Example daemon configuration settings for Test Dector.

# The URL connection string to Test Director.
database_location => ’http://femea-testdir:8080/qcbin’ ,
# The database vendor is the same as the Domain within Test Dir ector,
# This must match the value that you would use on manual login.
database_vendor => 'Domain’,

# The database name is the same as the Project within Test Dire ctor.
database_name => ’'Project’,

# The user name is the Test Director user login.
database_username => 'username’,

# The password for the Test Director login.
database_password => ’password’,
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Test Director and its fields can be further customized in tiee fi
/etc/scmbug/TestDirector.conf . This file must be updated to match your system.

The Test Director backend does not currently supportib® Generator

As of version 9.0.0, Test Director does not yet support a nmgppf the SCM username to a Test
Director username. An SCM to bug-tracking username mappiagcomodated by the integration
daemon using theserlist ~ variable, as described Bection 4.4.8

Note: Due to a bug (http://bugs.activestate.com/show_bug.cgi?id=38968) in Windows
ActiveState Perl, the backend would crash if a Win32::OLE object was called from a forked
process (the forked daemon connection handler). For this reason the Test Director backend calls
are all executed from a seperate script and the results are read back in. This does not limit the
functionality, but it does mean that sub-processes are created.

Scmbug has been verified to work against the following relsa$ Test Director:

+ 9.0.0 (Quality Center), 9.2

6.5. Other Bug-tracking Systems

Additional bug-tracking backends can be supported by Sgribavelopers and system integrators
of the following bug-tracking systems as&rongly encouragedto contribute a bug-tracking
integration backend:

« AntHill

- Bosco

- debbugs

- Double Choco Latte
« Eventum

- GForge

« GNATS

« Helis
 ITracker

- phpBugTracker
« Roundup

+ Scarab

- Trac

. TUTOS
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Workbench

Developing a backend requires:

Committing to support this backend in future releases ofl&gm

Creating a new backend module nansedlib/product/Daemon/BackendName.pm.in

The Bugzilla backendrc/lib/product/Daemon/Bugzilla.pm.in serves as a good
example.
Updatingsrc/lib/product/Daemon/Daemon.pm.in:read_configurat ion accordingly.

Updating the configuration management fiteafigure.in andMakefile.in to autogenerate,
and autocleanup the new backend.

Updating thenstall-server rule of Makefile.in to install the new backend from source.

Updating the documentation toc/manual/content to reflect support for the new backend.
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7.1. Glue Installer

The commandcmbug_install_glue.pl is used to install the integration glue in an SCM
repository. The integration glue should be installed omgeper repository. This will automatically
establish integration between the SCM repository and gl the bug-tracking system for that
SCM repository. Existing hooks used in the SCM system ar@wetwritten.

The--binary-paths configuration option should be set to a list of paths thatidelall binaries
needed by the integration tools and the SCM system. Thigdiesl the toolsliff , xsltproc
docbook2pdf , dochook2html and the SCM system’s binaries. ThBug configuration option
should be set to the id of a bug in the bug-tracker againsttwihie integration glue installation will
be documented.

Tip: Itis preferable to set in --binary-paths the path to the directory that contains a binary,
instead of the path to the binary itself. Using Subversion in Windows for example, the binaries
require additional libraries (e.g. .dll files) that are contained in the directory that holds the binary.

An example installing the glue in a Subversion repositorgarrJNIX is shown inFigure 7-1

Figure 7-1. Glue Installation in a Subversion repository urder UNIX.

$ scnbug_instal |l _glue. pl --scmeSubversion --product=Test Product \
--repository=file:///tnp/testrepository --bug=770 --binary-paths=/bin,/usr/bin\
--daenon=127.0.0.1

This is the installation script of the Scmbug glue.

The glue will be installed in repository: file://ltmp/test repository.

This is a repository for the Subversion SCM tool.

The product name in the bug tracking system is TestProduct.

The integration glue will be committed against bug 770.

The IP address of the Scmbug integration daemon to contact is 127.0.0.1.

The binary paths used are: /bin,/usr/bin

Press Enter to continue or Ctrl-C to cancel

Glue processing has been prepared in /tmp/Scmbug.30670
Installing partl
Check everything there before | commit or hit Ctrl-C to exit

Glue processing has been prepared in /tmp/Scmbug.30670

Installing part2
Check everything there before | commit or hit Ctrl-C to exit

Note: Under Windows, the paths supplied to the installer should have directories separated with
a forward (/) slash . Figure 7-2 shows an example running the installer under Windows.
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Figure 7-2. Glue Installation in a CVSNT repository under Windows.

C:\Program Files\Scmbug\bin> scnbug_install _glue.pl --scmeCVS --product =sdvel \
--repository=c:/cvsroot --bug=22 --daenon=192.168. 136. 140 \
--binary-pat hs="C:/ Program Fi | es/ CVSNT"

7.1.1. CVS
Integration glue can be installed in both local and remot&E&positories.

After installation, the filecCVS_REPOSITORY_PATHCVSROOT/etc/scmbug/glue.conf holds
the configuration of the glue.

Warning

CVSNT integration has only been verified to work with a :pserver:
configuration. A CVSROOTtarting with :local: ~ does not work. This is
because of the presumptious way CVSNT handles the CVSROOVariable.
Apparently for some configurations it expands it to include the configuration
type. The integration hooks use this expanded variable and as a result are
pointed to incorrect paths.
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Warning

CVSNT uses the two variables Nameand Root when configuring a repository,
instead of only the CVSROOVariable. When hooks execute, CVSNT sets
CVSROOTO0 be equal to Name By default, CVSNT sets Nameomitting the drive
letter. The hooks will not execute if Nameis not set to the full path of the
repository since $CVSROOWill be referring to a path that does not exist. An
example invalid Name/Root configuration is shown in Figure 7-3. An example
valid Name/Root configuration is shown in Figure 7-4.

Figure 7-3. Example invalid Nane/ Root for CVSNT.

Name: /Projects
Root: C:/cvsrepos/Projects

Figure 7-4. Example valid Nane/ Root for CVSNT.

Name: C:/cvsrepos/Projects
Root: C:/cvsrepos/Projects

Setting Nameto be equal to Root produces the warning shown in Figure 7-5.
The compatibility problems seem to refer to some clients simply not parsing a
CVSROOWith a drive letter in it. If your development environment includes
UNIX clients, and problems do occur, one alternative is to let Namelack a drive
letter and manually edit the hook files to include the full repository path.

Figure 7-5. CVSNT warning when Nane is setto Root .

Using drive letters in repository names can create compatibility problems with
Unix clients and is not recommended. Are you sure you want} to continue ?

A major drawback of CVS is it's lack of atomic transactions &side-effect, when the same log
message is used to commit files in two separate directowesntegration activities are issued using
the same log message. Duplicate log messages are therdanttére bug-tracking system. Scmbug
solves this problem by using tkemmitinfo  andloginfo  hooks to detect commits in separate
directories and consolidate the log messages entered butiracking system as one log message
(one integration activity). This behavior is optional armhde configured in the glue configuration
file using theconsolidate_cvs_messages variable, as shown iRrigure 7-6 However,

ActiveState ActivePerl does not yet implement tfagppid()
(http://bugzilla.mkgnu.net/show_bug.cgi?id=1074)dtion. Windows systems running Scmbug
need to disableonsolidate_cvs_messages

Figure 7-6. Configuration option that consolidates CVS mesges.

# This applies only to CVS. When a commit affects more than
# one directory, multiple duplicate log comments are insert ed,
# one-per-directory. Enabling this option would consolida te
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# the commits to all use the first log message.
consolidate_cvs_messages => 1

7.1.2. Subversion

Subversion repositories do not support installation ofitiegration glue remotely. Local repository
access is required.

After installation, the filecSVN_REPOSITORY_PATHhooks/etc/scmbug/glue.conf holds
the configuration of the glue.

Subversion does not distinguish between commit activitiescreation of tags or branches. It
recommendghttp://svnbook.red-bean.com/svnbook/ch04s07.hthal) the user manually creates
top-level directories nametunk , /tags and/branches .When it's time to create a tag or
branch, Subversion proposes following the convention ediing a copy of the main trunk using
'svn copy’ inthe/tags or/branches directories. As a result, the glue must manually detect if

anactivity _verify issued by Subversion also implies antivity _tag . To do so, it checks for
addition of new subdirectories in the directoriegs or /branches . This behavior is defined in
the glue configuration file using thabel_directories variable, as shown iRigure 7-7

Figure 7-7. Defining the Subversion labeling directories.

# This applies only to Subversion. It is recommended that tag S
# are stored in the ’tags’ directory, and branches in the
# ’branches’ directory.
label_directories => [
‘tags’,
‘branches’

]

Similarly, Subversion does not distinguish between thexmdaivelopment line and other branches.
The glue must manually detect if a changeset is committeémtdnk . This behavior is defined
in the glue configuration file using theain_trunk_directories variable, as shown in

Figure 7-8

Figure 7-8. Defining the Subversion main trunk directories.

# This applies only to Subversion. It is recommended that the
# main trunk work is stored in the 'trunk’ directory.
main_trunk_directories => [

‘trunk’

]

Note: It is not mandatory that trunk , tags , and branches are created in the root of the
repository. A more flexible directory structure can be defined using the
product_name_definition variable as shown in Figure 4-17.
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7.1.3. Git

Git repositories do not support installation of the inteéigraglue remotely. Local repository access
is required.

After installation, the file<GIT_REPOSITORY_PATE .git/hooks/etc/scmbug/glue.conf
holds the configuration of the glue.

7.2. Version Description Document Generator

Since SCM changes are integrated with bug-tracking, it &siibe to produce a list of changes that
occured for a particular version of a software at a levelshagher than source changes.

ChangelLog information derived strictly from the SCM system, such asgort produced using the
cvs2cltool for CVS or usingsvn log®  in Subversion, is overly detailed. It describes software
changesets at a lower level, which interests mostly deeesojit is of little value to a user simply
interested in a summary of added features. Moreover, whédtiptechangesets are committed in
response to a defect, such a document becomes lengthyest¢aksiderable time to follow the
history of changes and decipher if, or how, a defect was ctede

Instead, a VDD reports at a higher level a summary of the featdefects worked on anehy, using
information recorded in the bug-tracking system. It preg@dditional useful information such as
resolution status, bug owner, severity, and priority. $baleportsvhatchanges occured at a lower
level in the SCM system per bug, effectively supersedihgngeLog documents produced strictly
from the SCM system. Without integration of SCM with bugeking, this level of detail in a release
document would not be possible.

Given two SCM label names (tag or branch names), this todiegthe SCM system for the dates
the labels were applied. It then queries the bug-trackistesy to produce a report of the bugs
worked between that date range. A VDD can additionally réflecisions of the development team
which are not documented in the SCM logs, such as choosingttadd a feature, resolving it as
WONTFIX. It may also display bugs that were added in the mEbetween releases but not worked
yet, alerting users of newly discovered defects.

A VDD can be generated using the commanohbug_vdd_generator.pl . An example
producing this document is shownkigure 7-9

Figure 7-9. Generating a Version Description Document.
$ scnbug_vdd_generator.pl --scmrSubversion --product=Test Product \

--repository=file:///tnp/testrepository --fronrtags/ SCMBUG RELEASE 0-8-1 \
- -t o=t ags/ SCMBUG_RELEASE 0- 8- 2
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The output of this tool is a collection of files. An XML file is@aduced that contains the result of the
VDD query. This file is also transformed using XSLT into a Dook 4.2 SGML file. Finally, this
SGML file is processed using Docbook tools to produce PDF andiiHoutput.

7.3. Merger

There are plans (http://bugzilla.mkgnu.net/show_bugidg545) to provide a tool that will merge
the work done on a list of bugs into a given label.

Work done on bugs can be merged in a label using the comsuainislig_merge.pl . Two merging
capabilities are available:

- Merging bug changes in a codebase based on an existing tag, aayplying a new tag The
user supplies abase-label option which specifies the label (usually a tag) against ivtie
changes in the specified list of bug ids should be appliednfptary branch is created based on
this label, and the bug changes are applied on this bran@&heBulting codebase is label with the
name specified bytarget-label , and the temporary branch is deleted.

An example merging bug changes in a codebase based on a@ngetast is shown irFigure 7-10

Figure 7-10. Merging bug changes in a codebase based on an &xig tag.

$ scnbug_nerge. pl --scnrSubversion --product =Test Product \
--repository=file:///tnp/testrepository --base-|abel =t ags/ SOVEPRODUCT_RELEASE 1-3-0 \
--new | abel =t ags/ SOVEPRODUCT_RELEASE_1- 3-1 --nerge-bugs=545,591 --conmit-bugs=771

- Merging bug changes directly in an existing branchThe user supplies-abase-label option
which specifies the label (usually a branch or the main deveémnt line) against which the
changes in the specified list of bug ids should be applied.chiaages are applied directly in this
label. No--target-label option is supplied.

An example merging bug changes directly in an existing drasshown inFigure 7-11

Figure 7-11. Merging bug changes directly in an existing branh.

$ scnbug_nerge. pl --scnmeSubversion --product =Test Product \
--repository=file:///tnp/testrepository \
- - base-1 abel =br anches/ SOVEPRODUCT_RELEASE 1-x-0_series --nerge-bugs=708 --conmmit-bugs
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7.4. Web Reports

A collection of Web Reports provide easy to use graphicatésgto the integration tools.
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8.1. Availability

Scmbug is available for UNIX and Windows systems. It is expéd¢o work with Perl version 5.6.1
or later and has been confirmed to work with Perl version 5Bependencies on additional
programs are described 8ection 8.2

The project’s webpage (http://freshmeat.net/projecistaig) contains the most up to date

information on the project, including the latest releasg mianual. A users mailing list is available

for subscription (http:/lists.mkgnu.net/mailmaniligb/scmbug-users), or simply for sending email
(mailto:scmbug-users@lists.mkgnu.net). The projeai-tvacking system

(http://bugzilla.mkgnu.net) contains the latest TOD@ lis
(http://bugzilla.mkgnu.net/buglist.cgi?query_formspecific&bug_status=__open__ &product=Scmbug&conriatc
Source code access to developers is available using anaisy@\S as shown ifigure 8-1or

through ViewCVS (http://www.mkgnu.net/cgi-bin/viewcegi/scmbug/).

Figure 8-1. Developer access to project’s CVS repository.

bash$ cvs -d: pserver:anonynmous@vs. nkgnu. net:/ proj ect s/ scnbug/ cvsroot | ogin
Passwor d:
bash$ cvs -d: pserver:anonynmous@vs. nkgnu. net:/ proj ect s/ scnbug/ cvsroot co .

8.2. Installation

8.2.1. System

Under UNIX, Scmbug is available in the form of Debian and RPA¢kages. The provided packages
are:

« scmbug-common: common libraries.

. scmbug-doc : documentation.

« scmbug-tools : tools that can install the integration glue in an SCM refmogiand enhance the
experience of integrating SCM with bug-tracking.

« scmbug-server : the integration daemon.

Tip: If you believe your system meets the package dependencies, but installing packages fails
due to missing dependencies, installation of the packages is still possible. Installation of RPM
packages can be forced as shown in Figure 8-2, and installation of Debian packages can be
forced as shown in Figure 8-3.
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Figure 8-2. Forcing installation of RPM packages.

bash$ rpm-ivh --force --nodeps <RPM PACKAGE NAMVE>

Figure 8-3. Forcing installation of Debian packages.

bash$ dpkg -i --force-depends <DEB PACKAGE_ NAME>

Under Windows, the entire Scmbug system is available indha bf a single .zip file. It must be
manually installed irC:/Program Files/Scmbug . It requires ActiveState ActivePerl
(http://www.activestate.com/Products/ActivePerlAtailed inC:/Perl/bin/perl ,and a
temporary directory calle@:/Temp .

Source code distributions are also availablgure 8-4shows how the system can be configured and
installed from source. It is possible to choose a differeystithation of the libraries and binaries of
Scmbug both in UNIX and Windows systems at configuration tilnis also possible to build the
system without documentation. If you are configuring frorarse code, running/configure

--help’ can provide more information.

Figure 8-4. Installation of the system from source.

bash$ ./configure

bash$ nake

bash$ su

bash# make install-conmon
bash# make install-doc
bash# meke install-tools
bash# make install-server

Tip: Installing all these packages will NOT automatically integrate an SCM repository with a
bug-tracking system. It will only install the basic software needed to do so.

A user must configure the Integration Daemon and start it as shown in Figure 8-5. Then, a user
must run the Glue Installer to install the Scmbug integration in an SCM repository.

Figure 8-5. Integration daemon start.

Starting the Integration Daemon in UNIX systems:
bash# /etc/init.d/scnbug-server start

Starting the Integration Daemon in Windows systems:
C\> cd C/Program Files/Scrmbug/etc/init.d
C:/Program Files/Scmbug/etc/init.d> scnbug- server . bat
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Tip: When specifying paths in Windows, either in the glue installer, the glue configuration file, or
the integration daemon, paths should have directories separated with a forward (/) slash .

Tip: There are various dependencies on the packages provided. Both dependencies on other
packages, and on Perl modules. If they are ignored, the Integration Daemon and the
Integration Tools will detect the missing dependency and refuse to execute.

8.2.2. Documentation

Installation of documentation, including this manual,uiegs installing the packagembug-doc .

8.2.3. Common libraries

The common libraries require instaling the Perl moduwlg::Log4perl  for logging, as shown in
Figure 8-6

Figure 8-6. XML::Simple installation.

Installation in UNIX systems:
bash$ su
bash# perl -MCPAN -e "install Log::Log4perl"

Installation in Windows systems:
C\> ppm
PPM - Programmer’s Package Manager version 3.1.
Copyright (c) 2001 ActiveState Corp. All Rights Reserved.
ActiveState is a devision of Sophos.

Entering interactive shell. Using Term::ReadLine::Stub a s readline library.

Type ’help’ to get started.
ppm> i nstal |l Log-Log4perl

8.2.4. Integration Tools

Installation of thdntegration Toolgequires installing the packagssmbug-common and
scmbug-tools . It also requires a diffing tool. For Windows, one such bin@liff.exe ) is
available in GnuWin32 (http://gnuwin32.sourceforge/fet
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Running thevDD Generatoradditionally requires installing thesltproc , anddocbook-utils
packages. It is uncertain where one could get these packag@sndows. Anxsltproc

distribution for Windows seems to be available from Igortkéaic’'s website
(http://lwww.zlatkovic.com/libxml.en.html), but we hayet to locate alocbook-utils package
for Windows. eDE (http://www.e-novative.info/softwaeek.php) seems to be usable under
Windows, but he have yet to try it. However, bo#titproc  anddocbook-utils are provided by
Cygwin (http://www.cygwin.com/).

Running theMergerrequires instaling the Perl modudL::Simple  (for an
activity_get_bugs ), as shown irFigure 8-7

Figure 8-7. XML::Simple installation.

Installation in UNIX systems:
bash$ su
bash# perl -MCPAN -e "install XM.::Sinple"

Installation in Windows systems:
C\> ppm
PPM - Programmer’s Package Manager version 3.1.
Copyright (c) 2001 ActiveState Corp. All Rights Reserved.
ActiveState is a devision of Sophos.

Entering interactive shell. Using Term::ReadLine::Stub a s readline library.

Type ’'help’ to get started.
ppm> i nstall XM.- Sinpl e

Installation of theWeb Reportsequires configuring a webserver in a way similar to the Apach
configuration shown ifrigure 8-8 It also requires installing the Perl moddiemplate , as shown in
Figure 8-9

Figure 8-8. Apache configuration for Web Reports.

Include /etc/scmbug/apache.conf

Figure 8-9. Template installation.

Installation in UNIX systems:
bash$ su
bash# perl -MCPAN -e "install Tenplate"

Installation in Windows systems:
C\> ppm
PPM - Programmer’s Package Manager version 3.1.
Copyright (c) 2001 ActiveState Corp. All Rights Reserved.
ActiveState is a devision of Sophos.
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Entering interactive shell. Using Term::ReadLine::Stub a s readline library.

Type ’'help’ to get started.
ppm> i nstall Tenpl ate

8.2.5. Integration Daemon

Installation of the daemon requires installing the packagmbug-common andscmbug-server
Additionally, it requires installing the Perl modulgil::Sendmail (for policy Mail notification)
andXML::Simple (for anactivity_get_vdd issued by th&/DD Generatoj, as shown in
Figure 8-101f an SCM to bug-tracking username mapping is configureedas variable
mapping_ldap , as described i®ection 4.4.8the Perl modulélet::LDAP must also be installed.

Figure 8-10. Mail::Sendmail, XML::Simple installation.

Installation in UNIX systems:
bash$ su
bash# perl -MCPAN -e "install Mail:: Sendmail"
bash# perl -MCPAN -e "install XM.::Sinple"

Installation in Windows systems:
C\> ppm
PPM - Programmer’s Package Manager version 3.1.
Copyright (c) 2001 ActiveState Corp. All Rights Reserved.
ActiveState is a devision of Sophos.

Entering interactive shell. Using Term::ReadLine::Stub a s readline library.

Type ’'help’ to get started.
ppm> i nstall Mail-Sendni |
ppm> i nstall XM.-Sinpl e

The file/etc/scmbug/daemon.conf holds the configuration of the daemon.

The daemon can be started in different execution modeseTdresdefined in the daemon
configuration file using thdaemon_mode variable and are:

- Threaded. Multiple threads are created to handle incoming connesti®his was observed to
work well under Windows but cause a significant slowdown undlX. For more information
see bug 264 (http://bugzilla.mkgnu.net/show_bug.cg?@di#c7).

- Forked. Multiple processes are created to handle incoming cormmmectThis was observed to
work well under UNIX and most Windows systems. The daemonxpeetedly dies during some
connections in Windows. For a while, it was believed that thas due to an outdated ActiveState
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Perl or running a version of the DBt 1.50, but there seems to be more to the problem. For more
information see bug 597 (http://bugzilla.mkgnu.net/shbug.cgi?id=597#c9), bug 264
(http://bugzilla.mkgnu.net/show_bug.cgi?id=264#¢20)d bug 646
(http://bugzilla.mkgnu.net/show_bug.cgi?id=646#c7).

- Automatically detected Automatically chooses between a threaded or forked mode.

Integration with multiple bug-tracking systems can be agglished by starting multiple daemons
listening at different ports.

8.2.5.1. Bugzilla

For reasons explained Bection 6.1the integration daemon requires local presence of thesour
code used to run a Bugzilla instance. It also requires adodbe database used to store Bugzilla’s
data. It is recommended that the daemon is installed on the saachine Bugzilla runs, but this is
not required. If the daemas installed on the same machine Bugzilla runs, Scmbug willddghe
Bugzilla version cache (which is a local file) to be regeregathenactivity tag integration
requests are processed.

Warning

On Windows, DBI version 1.50 or greater is required, and can be installed as
shown in Figure 8-11. Earlier versions have threading issues.

8.2.5.2. Mantis

Integration with Mantis requires access to the databasttosgore Mantis’ data. At a minimum, it
requires installing th&Bl Perl module, as shown figure 8-11

Warning

On Windows, DBI version 1.50 or greater is required. Earlier versions have
threading issues.

Figure 8-11. DBI installation.

Installation in UNIX systems:
bash$ su
bash# perl -MCPAN -e "install DBI"

Installation in Windows systems:
C\> ppm
PPM - Programmer’'s Package Manager version 3.1.
Copyright (c) 2001 ActiveState Corp. All Rights Reserved.
ActiveState is a devision of Sophos.

Entering interactive shell. Using Term::ReadLine::Stub a s readline library.

45



Chapter 8. Resources

Type ’'help’ to get started.
ppm> i nstal | DBI

As explained irSection 6.2 Mantis supports installation with multiple database lesuds, and
requires the corresponding DBD Perl module to be instalted example, if Mantis is installed with
a MySQL database backend, thBD::mysql Perl module must also be install&ifure 8-12 and
thedatabase_vendor  variable must be configured as showrFigure 6-3

Figure 8-12. DBD::mysq| installation.

Installation in UNIX systems:
bash$ su
bash# perl -MCPAN -e "install DBD::nysql"

Installation in Windows systems:
C\> ppm
PPM - Programmer’s Package Manager version 3.1.
Copyright (c) 2001 ActiveState Corp. All Rights Reserved.
ActiveState is a devision of Sophos.
Entering interactive shell. Using Term::ReadLine::Stub a s readline library.

Type ’'help’ to get started.
ppm> i nstal |l DBD-nysql

8.2.5.3. Request Tracker

For reasons explained Bection 6.3the integration daemon requires local presence of thesour
code used to run a RequestTracker instance. It has not yefiasstigated if it also requires local
access to the database used to store RequestTracker’s data.

8.3. Upgrading

Upgrading to newer versions of Scmbug is possible. It firgtinees understanding the issues
involved in running non-matching versions of the Glue anéiDan.

8.3.1. Issues

The communication protocol between the Glue and the Daemopgraded and is
backwards-incompatible when the minor version number aft&g increases. For example,
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SCMBUG_RELEASE_0-1-x and SCMBUG_RELEASE_0-2-x are nohpatible, but
SCMBUG_RELEASE_0-2-1 and SCMBUG_RELEASE_0-2-8 are.

Tip: During SCM events activity, if the Glue detects an incompatible version of the Daemon, it
will refuse to continue.

Warning

Running incompatible versions of the Glue and Daemon can result in
developers being locked out of an SCM repository.

For example, when using CVS it could result in the integration failing to commit
any changes, leading into a dead-end. This would prohibit disabling the Glue
in its entirety, and require manually editing the repository locally using RCS
commands. Certainly, an SCM repository can always be brought back to a
working state by a competent administrator.

Since version SCMBUG_RELEASE_0-3-3, the Glue Installatike to safely upgrade the
integration to newer versions. It first completely disald$SCM hooks installed by Scmbug,
upgrades the Glue code, and then enables the hooks. Duenagstistep, the Daemon does not need
to be contacted, since the hooks are not yet active.

Note: If you understand the implementation internals of Scmbug you will be able to determine
whether a new feature is implemented in the Glue or the Daemon, and upgrade only the Glue or
only the Daemon.

One example where you might not want to upgrade both the Glue and Daemon is if you have a
lot of SCM repositories and you need a new feature that has been implemented only on the
Daemon. Upgrading only the daemon is a lot easier than first upgrading all repositories. Another
example would be upgrading only the Glue of a single SCM repository if you need a new
Scmbug feature only in that repository.

Tip: If in doubt, upgrade everything.

8.3.2. Steps

Upgrading to a newer version of Scmbug requires first upgrattie Glue and then the Daemon, by
carrying out in order the following steps.

47



Chapter 8. Resources

8.3.2.1. Glue Upgrading

- Upgrading Scmbugdnstall newer versions of the packagesmbug-common, scmbug-doc , and
scmbug-tools , as shown irBection 8.2.1

Tip: If one of the SCM repositories that will be upgraded is hosted by Subversion, then these
packages must also be installed on the machine hosting the Subversion repository. As

explained in Section 7.1.2, local repository access will be required in the next step to upgrade
the integration glue.

« Upgrading all SCM repositoriedRun theGlue Installeronce per SCM repository with respective
arguments to upgrade to a newer version of the Glue, as HeddriSection 7.1

Warning

The Glue Installer will display changes between the existing and updated
glue configuration file in diff format. Manually merge-in any updates to the

glue configuration file as needed. Failure to do so could result in the Glue
failing to work.

8.3.2.2. Daemon Upgrading

- Upgrading the Integration Daemo#fter all SCM repositories have been upgraded, upgrade the

Integration Daemon by installing a newer version of the pgelsscmbug-common and
scmbug-server , as shown irSection 8.2.5

Warning

Ommiting to upgrade an SCM repository before upgrading the Daemon
could result in developers being locked out of the repository.

Should that happen, it's possible to downgrade to the previous version of
the Daemon, upgrade the repository as described in Section 8.3.2.1, and
upgrade the Daemon again. During this process, all other upgraded SCM
repositories will be unable to accept activity, since the Glue will detect an
incompatible Daemon and refuse to continue.
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This FAQ includes questions not covered elsewhere in thisuala
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Appendix B. GNU Free Documentation
License

Version 1.1, March 2000

Copyright (C) 2000 Free Software Foundation, Inc. 59 Temple P#uiée 330, Boston, MA 02111-1307
USA Everyone is permitted to copy and distribute verbatim copies of this kcéasument, but changing
it is not allowed.

0. Preamble

The purpose of this License is to make a manual, textbookthar evritten document “free” in the
sense of freedom: to assure everyone the effective freedaoply and redistribute it, with or
without modifying it, either commercially or non-commaealty. Secondarily, this License preserves
for the author and publisher a way to get credit for their waevkile not being considered
responsible for modifications made by others.

This License is a kind of "copyleft”, which means that detix@works of the document must
themselves be free in the same sense. It complements the @Ner& Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manualsde software, because free software
needs free documentation: a free program should come wittuats providing the same freedoms
that the software does. But this License is not limited tavgafe manuals; it can be used for any
textual work, regardless of subject matter or whether itisligshed as a printed book. We
recommend this License principally for works whose purgesestruction or reference.

1. Applicability and Definition

This License applies to any manual or other work that costainotice placed by the copyright
holder saying it can be distributed under the terms of thiehse. The "Document”, below, refers to
any such manual or work. Any member of the public is a licenaed is addressed as "you".

A "Modified Version" of the Document means any work contagnihe Document or a portion of it,
either copied verbatim, or with modifications and/or tratestl into another language.

A "Secondary Section" is a named appendix or a front-magietian of the Document that deals
exclusively with the relationship of the publishers or authof the Document to the Document’s
overall subject (or to related matters) and contains ngttiiat could fall directly within that overall
subject. (For example, if the Document is in part a textbdokathematics, a Secondary Section
may not explain any mathematics.) The relationship could better of historical connection with
the subject or with related matters, or of legal, commeygiaillosophical, ethical or political
position regarding them.
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The "Invariant Sections" are certain Secondary Sectiorese/litles are designated, as being those
of Invariant Sections, in the notice that says that the Damiris released under this License.

The "Cover Texts" are certain short passages of text thdiséed, as Front-Cover Texts or
Back-Cover Texts, in the notice that says that the Docunsariéased under this License.

A "Transparent" copy of the Document means a machine-réadapy, represented in a format
whose specification is available to the general public, whamstents can be viewed and edited
directly and straightforwardly with generic text editors(for images composed of pixels) generic
paint programs or (for drawings) some widely available dngveditor, and that is suitable for input
to text formatters or for automatic translation to a varietyormats suitable for input to text
formatters. A copy made in an otherwise Transparent file &#mvhose markup has been designed to
thwart or discourage subsequent modification by readersti§ransparent. A copy that is not
"Transparent” is called "Opaque”.

Examples of suitable formats for Transparent copies irechldin ASCII without markup, Texinfo
input format, LaTeX input format, SGML or XML using a publchvailable DTD, and
standard-conforming simple HTML designed for human modifan. Opaque formats include
PostScript, PDF, proprietary formats that can be read aitelcednly by proprietary word
processors, SGML or XML for which the DTD and/or processiogl$ are not generally available,
and the machine-generated HTML produced by some word mocefor output purposes only.

The "Title Page" means, for a printed book, the title pagglfitplus such following pages as are
needed to hold, legibly, the material this License requivesppear in the title page. For works in
formats which do not have any title page as such, "Title Pagggins the text near the most
prominent appearance of the work’s title, preceding theértmegg of the body of the text.

2. Verbatim Copying

You may copy and distribute the Document in any medium, eitbenmercially or
non-commercially, provided that this License, the cogyrigotices, and the license notice saying
this License applies to the Document are reproduced in plespand that you add no other
conditions whatsoever to those of this License. You may eettachnical measures to obstruct or
control the reading or further copying of the copies you makdistribute. However, you may
accept compensation in exchange for copies. If you did&ibuarge enough number of copies you
must also follow the conditions in section 3.

You may also lend copies, under the same conditions stataeadnd you may publicly display
copies.

3. Copying in Quantity

If you publish printed copies of the Document numbering ntbhesn 100, and the Document’s
license notice requires Cover Texts, you must enclose thiesdn covers that carry, clearly and
legibly, all these Cover Texts: Front-Cover Texts on thafiaover, and Back-Cover Texts on the
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back cover. Both covers must also clearly and legibly idgyou as the publisher of these copies.
The front cover must present the full title with all words béttitle equally prominent and visible.
You may add other material on the covers in addition. Copwiith changes limited to the covers, as
long as they preserve the title of the Document and satigfyetltonditions, can be treated as
verbatim copying in other respects.

If the required texts for either cover are too voluminous téefyibly, you should put the first ones
listed (as many as fit reasonably) on the actual cover, antihcenthe rest onto adjacent pages.

If you publish or distribute Opaque copies of the Documemhbering more than 100, you must
either include a machine-readable Transparent copy alathgeach Opaque copy, or state in or with
each Opaque copy a publicly-accessible computer-netwagekibn containing a complete
Transparent copy of the Document, free of added materiathwthe general network-using public
has access to download anonymously at no charge using ft@fidard network protocols. If you
use the latter option, you must take reasonably prudens,stdpen you begin distribution of Opaque
copies in quantity, to ensure that this Transparent coplyranhain thus accessible at the stated
location until at least one year after the last time you itiste an Opaque copy (directly or through
your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the asthiothe Document well before
redistributing any large number of copies, to give them anckao provide you with an updated
version of the Document.

4. Modifications

You may copy and distribute a Modified Version of the Documerder the conditions of sections 2
and 3 above, provided that you release the Modified Versiaieuprecisely this License, with the
Modified Version filling the role of the Document, thus licergdistribution and modification of the
Modified Version to whoever possesses a copy of it. In additfou must do these things in the
Modified Version:

A. Use in the Title Page (and on the covers, if any) a titleinéstfrom that of the Document, and
from those of previous versions (which should, if there waamg, be listed in the History section
of the Document). You may use the same title as a previousoveifghe original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more personstibiesrresponsible for authorship of
the modifications in the Modified Version, together with adefive of the principal authors of
the Document (all of its principal authors, if it has lessrffige).

C. State on the Title page the name of the publisher of the fiéatlersion, as the publisher.
D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifica@ujacent to the other copyright
notices.

F. Include, immediately after the copyright notices, ar®e notice giving the public permission to
use the Modified Version under the terms of this License, éftihm shown in the Addendum
below.
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G. Preserve in that license notice the full lists of Invatri@actions and required Cover Texts given
in the Document’s license notice.

H. Include an unaltered copy of this License.

I. Preserve the section entitled "History", and its titledadd to it an item stating at least the title,
year, new authors, and publisher of the Modified Version esrgon the Title Page. If there is
no section entitled "History" in the Document, create omiist) the title, year, authors, and
publisher of the Document as given on its Title Page, theraaditem describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Doaunf@ public access to a Transparent
copy of the Document, and likewise the network locationggiin the Document for previous
versions it was based on. These may be placed in the "Hissegtion. You may omit a network
location for a work that was published at least four yearsteethe Document itself, or if the
original publisher of the version it refers to gives perriuas

K. In any section entitled "Acknowledgments" or "Dedicats, preserve the section’s title, and
preserve in the section all the substance and tone of eable abntributor acknowledgments
and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document,teradl in their text and in their titles.
Section numbers or the equivalent are not considered p#redafection titles.

M. Delete any section entitled "Endorsements". Such a@eatiay not be included in the Modified
Version.

N. Do not retitle any existing section as "Endorsementsbaanflict in title with any Invariant
Section.

If the Modified Version includes new front-matter sectiongppendices that qualify as Secondary
Sections and contain no material copied from the Documentiyay at your option designate some
or all of these sections as invariant. To do this, add thiéstio the list of Invariant Sections in the
Modified Version’s license notice. These titles must beimiéstfrom any other section titles.

You may add a section entitled "Endorsements”, providedntains nothing but endorsements of
your Modified Version by various parties--for example, stagnts of peer review or that the text has
been approved by an organization as the authoritative tefirof a standard.

You may add a passage of up to five words as a Front-Cover Tekg passage of up to 25 words as
a Back-Cover Text, to the end of the list of Cover Texts in thedified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added bthfough arrangements made by)
any one entity. If the Document already includes a coverftaxthe same cover, previously added by
you or by arrangement made by the same entity you are actibglualf of, you may not add
another; but you may replace the old one, on explicit perionsom the previous publisher that
added the old one.

The author(s) and publisher(s) of the Document do not byitisisnse give permission to use their
names for publicity for or to assert or imply endorsementrgf Bodified Version.

53



Appendix B. GNU Free Documentation License

5. Combining Documents

You may combine the Document with other documents releasddruhis License, under the terms
defined in section 4 above for modified versions, providetiytba include in the combination all of
the Invariant Sections of all of the original documents, odified, and list them all as Invariant
Sections of your combined work in its license notice.

The combined work need only contain one copy of this Liceasd,multiple identical Invariant
Sections may be replaced with a single copy. If there areipheilinvariant Sections with the same
name but different contents, make the title of each suchiosechique by adding at the end of it, in
parentheses, the name of the original author or publishéradfection if known, or else a unique
number. Make the same adjustment to the section titles ihisthef Invariant Sections in the license
notice of the combined work.

In the combination, you must combine any sections entitléidtory” in the various original
documents, forming one section entitled "History"; like&zicombine any sections entitled
"Acknowledgments”, and any sections entitled "DedicatfolYou must delete all sections entitled
"Endorsements."

6. Collections of Documents

You may make a collection consisting of the Document andratbeuments released under this
License, and replace the individual copies of this Licenshé various documents with a single
copy that is included in the collection, provided that yolldi@ the rules of this License for verbatim
copying of each of the documents in all other respects.

You may extract a single document from such a collection,disilibute it individually under this
License, provided you insert a copy of this License into tkteaeted document, and follow this
License in all other respects regarding verbatim copyinipatf document.

7. Aggregation with Independent Works

A compilation of the Document or its derivatives with otheparate and independent documents or
works, in or on a volume of a storage or distribution mediuogginot as a whole count as a
Modified Version of the Document, provided no compilatiopyaght is claimed for the

compilation. Such a compilation is called an "aggregated, this License does not apply to the
other self-contained works thus compiled with the Documentaccount of their being thus
compiled, if they are not themselves derivative works offloeument.

If the Cover Text requirement of section 3 is applicable &sthcopies of the Document, then if the
Document is less than one quarter of the entire aggreg&®dbument’s Cover Texts may be
placed on covers that surround only the Document within ggegate. Otherwise they must appear
on covers around the whole aggregate.
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8. Translation

Translation is considered a kind of modification, so you miayridbute translations of the Document
under the terms of section 4. Replacing Invariant Sectidtistwanslations requires special
permission from their copyright holders, but you may inéucdhnslations of some or all Invariant
Sections in addition to the original versions of these liar@rSections. You may include a
translation of this License provided that you also incluagedriginal English version of this License.
In case of a disagreement between the translation and tjearEnglish version of this License,
the original English version will prevail.

9. Termination

You may not copy, modify, sublicense, or distribute the Doent except as expressly provided for
under this License. Any other attempt to copy, modify, stdsiise or distribute the Document is void,
and will automatically terminate your rights under thisémnse. However, parties who have received
copies, or rights, from you under this License will not hdweit licenses terminated so long as such
parties remain in full compliance.

10. Future Revisions of this License

The Free Software Foundation may publish new, revisedamessf the GNU Free Documentation
License from time to time. Such new versions will be simifaspirit to the present version, but may
differ in detail to address new problems or concerns. See/fwtivw.gnu.org/copyleft/.

Each version of the License is given a distinguishing versiomber. If the Document specifies that
a particular numbered version of this License "or any laggsion" applies to it, you have the option
of following the terms and conditions either of that spedifiersion or of any later version that has
been published (not as a draft) by the Free Software Fownddfithe Document does not specify a
version number of this License, you may choose any versienmyblished (not as a draft) by the
Free Software Foundation.

How to use this License for your documents

To use this License in a document you have written, includepy of the License in the document
and put the following copyright and license notices justiafihe title page:

Copyright (c) YEAR YOUR NAME. Permission is granted to copy, distribael/or modify this
document under the terms of the GNU Free Documentation Licenseoidrd or any later version
published by the Free Software Foundation; with the Invariant Sectiong bé&ST THEIR TITLES, with
the Front-Cover Texts being LIST, and with the Back-Cover Texts bel8F.LA copy of the license is
included in the section entitled "GNU Free Documentation License".

If you have no Invariant Sections, write "with no InvariartcBons" instead of saying which ones
are invariant. If you have no Front-Cover Texts, write "nomirCover Texts" instead of
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"Front-Cover Texts being LIST"; likewise for Back-Coverxig.

If your document contains nontrivial examples of progrardesave recommend releasing these
examples in parallel under your choice of free softwarenéeg such as the GNU General Public
License, to permit their use in free software.
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A

Aegis

Aegis(http://freshmeat.net/projects/aegis/) is a transaedbiased software configuration
management system. It provides a framework within whicraatef developers may work on
many changes to a program independently, and Aegis codediirgegrating these changes

back into the master source of the program, with as littleughson as possible. Aegis supports
geographically distributed development.

AntHill

Anthill (http://freshmeat.net/projects/anthill/) is a bug tiagkdatabase system written in PHP.
It provides the standard bug tracking features such aslogies, summary reports, submitting
bugs, querying bugs, various severity and status leveddsdtprovides some unique features,
such as a template system, and multi-lingual support.

Arch

Arch (http://regexps.srparish.net/www/#Gnu-arch) is a modeplacement for CVS,
specifically designed for the distributed development segapen source projects. It has
uniquely good support for development on branches (eshegi@od merging tools),
distributed repositories (every developer can have besghtheir own repository),

changeset-oriented project management (arch commitgebda multiple files at once), and,
of course, file and directory renaming.

Bazaar-NG

Bazaar-NG(http://www.bazaar-ng.org/) is a powerful, friendly, aszhlable open source
distributed version control system. It attempts to combireebest features from all free version
control systems into a single coherent and simple system.
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Bitkeeper

Bitkeeper(http://freshmeat.net/projects/bitkeeper/) is a fuligtdbuted source management
system, supporting globally distributed developmentalisected operation, change sets, and
many active branches. It is used by some major projects sutted.inux kernel, MySQL,
Xaraya, and Xen.

Bosco

Bosco(http://freshmeat.net/projects/bosco/) is a rewritehefpopular Bugzilla defect tracking
software in PHP. It is database-independent, and aims tagyete maintain and modify. It also
has an API to allow external applications to work with itsadat

Bugzilla

Bugzilla(http://www.bugzilla.org) is an enterprise-class pieteajtware that tracks millions
of bugs and issues for hundreds of organizations around dinlel w

ClearCase

ClearCasdhttp://www-306.ibm.com/software/awdtools/cleardagea version control system.

Cvs

CVS(http://www.cvshome.org/) is the Concurrent Versionst8ys the dominant, open-source,
network-transparent version control system. It allows twkeep old versions of files (usually
source code), keep a log of who, when, and why changes odcete, like RCS or SCCS.
Unlike the simpler systems, CVS does not just operate on tmatfa time or one directory at a
time, but operates on hierarchical collections of dirdeconsisting of version controlled
files. CVS helps to manage releases and to control the camtwgditing of source files among
multiple authors. CVS allows triggers to enable/log/cohwarious operations and works well
over a wide area network.

cvs2cl

A tool (http://www.red-bean.com/cvs2cl/) that autogeneratesamgeLog document from
CVs.

58



debbugs

debbugghttp://www.benham.net/debbugs/) is the Debian bugktrersystem.

Double Choco Latte

Double Choco Lattéhttp://freshmeat.net/projects/doublechocolatted) system for tracking
bugs, changes, enhancements, and requests for softwarsy3tem is suited for multiple
products and multiple accounts (clients). It is also knoavhandle call center activity, although
this will evolve into a separate module.

Eventum

Eventum(http://dev.mysqgl.com/downloads/other/eventum/) isartfriendly and flexible issue
tracking system that can be used by a support departmeatcfoitrcoming technical support
requests, or by a software development team to quickly azgaasks and bugs. Eventum is
used by the MySQL AB Technical Support team.

GForge

GForge(http://lwww.gforge.org) is a Web-based collaborativealegment environment. It's
based on a fork of the 2.61 SourceForge code, which used tesfilatde via anonymous CVS
from VA Software, but has been extensively rewritten andaeckd.

GIT

GIT (http://freshmeat.net/projects/qgit) is a "directory et manager" that was designed to
handle massive projects such as the Linux kernel with speeefficiency. It falls in the
category of distributed source code management tools aichiar to GNU Arch, Monotone,
and BitKeeper. Every GIT working directory is a fully-fledbeepository with full revision
tracking capabilities and is not dependent on network actmea central server.
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GNATS

GNATS(http://freshmeat.net/projects/gnats/) is the GNU nagking system, a portable
incident/bug report/help request-tracking system whictsron UNIX-like operating systems.

It easily handles thousands of problem reports, has beerdmuwse since the early 90s, and can
do most of its operations over e-mail. Several front endfates exist, including command

line, emacs, and Tcl/Tk interfaces. There are also a nunfb&keb (CGI) interfaces written in
scripting languages like Perl and Python.

Helis

Helis (http://freshmeat.net/projects/helis/) includes themfieatures of most bug tracking
systems. It is helpful for managing required evolutionsk& proposals, and bugs.
Authenticated users can reach the database through a Webdrr(Mozilla, Netscape, or IE).
Distinct features include the ability to manage releasgs (eturn resolved bugs between
release 1.04 and 1.00), precise access rights, and managjidiation reports.

ITracker

ITracker (http://freshmeat.net/projects/itracker/) is a JavaBEJ&Sue/bug tracking system
designed to support multiple projects with independent bases. It supports features such as
full i18n support, multiple versions and project composedetailed histories, issue searching,
file attachments, dynamic reports with charts, configuréibld values, customizable project
level fields, pluggable authentication, a built-in scheduind email notifications.

Katie

Katie (http://freshmeat.net/projects/katie/) is a revisiontcol system, somewhat like a cross
between CVS and NFS, that was inspired by Rational ClearTésethree most interesting
features are that the repository is mounted as a filesysthrefrthan being copied to a local
workspace), that all versions of all files (even deleted passaccessible through this
filesystem (so the "katie diff* command is a convenienceeaathan a necessity like "cvs diff"),
and that directories are versioned (just like files are} functional enough to be self-hosting,
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but there is much work still to go before it will be a generalbeful tool. Features that are
implemented already include VOBSs, elements, branchegrdigwiews, view-extended
pathnames, config specs (including auto-make-branch)rlgéls, hard links, and symbolic
links.

Mantis

Mantis (http://freshmeat.net/projects/mantis/) is a PHP/MyS8alsed bug-tracking system. It
is extremely easy to deploy and customize, and featuresfahe simplest and cleanest
interfaces of any tracking tool available. It supports npldtprojects and email notification, and
is localized for over 18 languages.

Mercurial

Mercurial (http://freshmeat.net/projects/mercurial/) is a faghtweight Source Control
Management system designed for the efficient handling of keege distributed projects.

Monotone

Monotone(http://freshmeat.net/projects/monotone/) is a distahl version control system with
a flat peer model, cryptographic version naming, meta-datéficates, decentralized authority,
and overlapping branches. It works out of a transactionaiern database stored in a regular
file, and uses a custom network protocol for efficient datalsgachronization.

OpenCM

OpenCM(http://freshmeat.net/projects/opencm/) is designealsecure, high-integrity
replacement for CVS. It includes features such as file rengnhbiranch and file level access
control, cryptographic authentication, and end-to-enegrity controls.
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Perforce

Perforce(http://freshmeat.net/projects/perforce/) is a sofenawnfiguration management
system that is fast, robust, runs on over 50 platforms, aaks¢o over 1000 users on a single
repository. It supports atomic submits and works well ovetenarea networks, including the
Internet.

phpBugTracker

phpBugTrackefhttp://freshmeat.net/projects/phpbt/) is an attemmiojoy the functionality of
Bugzilla while providing a codebase that is independenhefdatabase and presentation layers.

Request Tracker

Request Trackehttp://www.bestpractical.com/rt/) is an enterprisedg ticketing system
which enables a group of people to intelligently and effidiemanage tasks, issues, and
requests submitted by a community of users. Written in oljeennted Perl, RT is a high-level,
portable, platform independent system that eases coliéibarwithin organizations and makes
it easy for them to take care of their customers.

Roundup

Rounduphttp://roundup.sourceforge.net/) is a simple-to-us-amstall issue-tracking system
with command-line, web and e-mail interfaces. It is basethenwinning design from Ka-Ping
Yee in the Software Carpentry "Track" design competition.

Scarab

Scarab(http://freshmeat.net/projects/scarab/) is an issukiing system that features data
entry, queries, reports, notifications to interested paytollaborative accumulation of
comments, dependency tracking, and collaborative pdatibn (voting). It uses Java Servlet
technology to enhance speed, scalability, maintaingbditd ease of installation. It contains
XML import/export support, allowing easy migration fromhet systems (like Bugzilla). The
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modular code design eases the modification of featuresfuliyscustomizable via a set of
administrative Web pages. The look and feel of the Ul carlyehsimodified, and Scarab can
easily be integrated into larger systems. .

Subversion

Subversiorthttp://subversion.tigris.org/) is a compelling replamnt for CVS.

Test Director

Test Director(http://www.mercury.com/us/products/quality-centés/a test and fault tracking
system sold by Mercury.

Trac

Trac (http://freshmeat.net/projects/trac/) is a minimadistut highly useful issue tracker and
software project environment based around an integrat&daigine. Features include an

interface to Subversion (source revision control), a lasgie tracking database, and convenient
report facilities.

TUTOS

TUTOS(http://freshmeat.net/projects/tutos/) (The Ultimagaimh Organization Software) is a
groupware, ERP (Enterprise Resource Planing), CRM (Custételationship Management),
and PLM (Project Lifecycle Management) suite that helpslstoanedium teams manage
various things in one place. Its features include persamdiggoup calendars, an address book,
product and project management, bug tracking, installatianagement, a task list, notes, files,
mailboxes, and useful links between all of the above.

Workbench

Workbenchhttp://freshmeat.net/projects/workbench/) is a pouldPHP/MySQL bug-tracking

application. It supports multiple projects, full changstbry, custom reporting, and many other
useful tools.
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